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CYBERSECURITY: ENVISIONING THE FUTURE

By Dan Geer

"Prediction is very difficult, especially if it's about
the future." — Niels Bohr, awarded Nobel
Prize in Physics

"The purpose of risk management is to change
the future, not to explain the past." — Dan Borge,
designed the first enterprise risk management system

"The future is already here — it's just unevenly
distributed." — William Gibson, coined the
term cyberspace

Digital security is composed of exactly two operational
parts: prepping for the future and cleaning up the past.
We will ignore the latter and think only of the former;

it is what we do and, for that matter, it is what | am.
So, if we are to prep for the future so as to change it,
then however hard it is we need to make predictions.
Preferably testable ones so that we can calibrate
ourselves in due course.

Prediction, then, is the theme of this issue of the IQT
Quarterly. As | have argued elsewhere, cybersecurity is
quite possibly the most difficult intellectual profession
on the planet. Feature-creep is the only reason most
customers buy a new version of any product. New issues
appear at warp speed, if you even notice. Network
device interactions scale per Metcalfe's Law — rising at
n”~2, the square of the number of devices — but system
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component interactions scale per Reed's Law — rising
at 2”n, the combinatoric curve. Ideas that were true
yesterday are not necessarily true today, so forgetting
things is an essential security discipline even if assured
deletion of mindsets is even harder than assured
deletion of data.

The core knowledge base has reached the point where
new recruits can no longer hope to be competent
generalists, hence serial specialization is the only broad
option available to them. Computers will soon be called
upon to do what we cannot, and that is to protect us
from other computers, and to ask no permission in so
doing. If we are to prepare for that world, we had better
take prediction seriously. That means exactly one thing:
doing everything we can to extract the future from where
itis.

It is altogether certain that the future will come at us
from an ever increasing number of directions; gone are
the days when some interlock between MIT and BBN was
where it was at and only there. It is not that MIT+BBN
has yielded to some other singular vantage point for
seeing the future — there is now no mountain high
enough and it is flatly delusional to imagine that any one
individual or any one agency can see the future on its
own. For a useful vantage, we need as many competent,
coherent, consistent voices as we can get and that, in
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So, if we are to prep for the
future so as to change it,
then however hard it is we
need to make predictions.

turn, does not mean asking them one at a time or using
our own rolodex.

My own definition of security is the absence of
unmitigatable surprise, which is consistent with looking
into the future, and inconsistent with driving via the
rear view mirror. This definition leads to goal states; For
example, the goal state for dealing with electronic crime
can only be that we make e-crime as manageable as
conventional crime. For another, the goal state for the
Internet at large is to avoid its militarization.

Perhaps you disagree. Fine — truth is an adversarial
procedure. But prediction of the sort necessary in the
cybersecurity sphere is entirely unlike that in the physical
& bio sphere (where progress flows like lava) and entirely
unlike infrastructure & analysis (where progress is like ice
climbing). Instead, prediction in the cybersecurity sphere
requires diversified inputs that are more like envisioning,
extracting from the envisioned future the detectable
markers for whether any particular envisioned future is
approaching the event horizon. This is where the wisdom
of crowds comes in, and to that topic in particular the
Quarterly will return with all deliberate speed.

In the meantime, | give you a series of eight articles.
Each author was asked to speak with prediction as their
theme, their central organizing idea. Some authors
were tempted to be prescriptive rather than predictive;
this is not to be ridiculed — wanting to grab the steering
wheel when you're headed for a cliff is only natural,

but whether prescriptive or predictive, each article is

a comparison of the muzzle velocity of what we all are

doing to the windage of the opposition. Because IQT
invests in the future, and because the turning radius of
the future is rather close to the event horizon, the only
way IQT's investments in cybersecurity can matter is if we
know how to lead the target, if we know how to predict.

My preferred outcome for our cybersecurity investment is
precisely the definition | gave at the outset: the absence
of unmitigatable surprise. Because cybersecurity
surprise is driven by sentient opponents rather than bad
luck or stray alpha particles, prediction is the only way

to decrease surprise while investment is the only way

to increase mitigatability. In other words, investment
without prediction is pointless if not unethical.
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