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ON OUR RADAR

Making IRL* Computable:

The Inevitable Internet of Things

by Ravi Pappu

*In Real Life

he Internet of Things (IoT) can be defined as the collection of physical objects that
communicate their identity, state, and location to the internet. Much ink has been
spilled about the number of things this collection might contain in 2020', the econom-
ic impact that the growth of IoT portends, and the benefit that IoT could have for
our industries, cities, farms, vehicles, and even our bodies. However, those discussions
offer little insight into how to think broadly about IoT systems, how these systems are put together,
or how they might evolve. We consider these questions in this article. In service of clarity, we have
omitted specific types of IoT sensors in this article, as that discussion does not necessarily enhance

understanding of the bigger ideas at play.

What is loT?

If you were to X-ray any of the numerous IoT systems in Internet
use today, you would see a skeleton that looks like Figure
1. Systems are comprised of nodes, which live in the phys-
ical world; gateways that enable the aggregation and for- Gateway Gateway
warding of data from nodes; and the internet, where data
is stored, analyzed, and made available for further con-
sumption. This simple description belies the enormous
complexity of these systems, but suffices to illuminate

the dominant paradigm.

‘. Nodes ,/ ‘. Nodes [/
Before we explore the key ideas and the deeper Se_ -7 Sel -

structure of IoT systems, we present a quick look ) ) ) )
Figure 1 | The dominant paradigm of modern IoT systems, which

at IoT through the lens of prominent market verti- comprise of nodes, gateways, and the internet.



IQT QUARTERLY

cals. Our view is primarily informed by examples of
what one can do with data collected from IoT nodes.

Market What is enabled What can be
vertical or sensed? inferred?
Physiological State of health,
Wearables parameters, activity psychographic
duration, location information, patterns
of life
Presence, consumption | Home activity,
of electricity, water, anomalies in
Home heat, presence of consumption patterns,
smoke, fire, carbon inventory levels
monoxide, particulate
matter
Location, speed, Wear and tear on
bearing, vehicle vehicles, adherence
parameters (fuel to regulations,
Telematics consumption, vehicle maintenance,
odometer reading, etc.), | anomalies in driving
collisions behavior, duration of
and participation in
congregative activities
Items purchased and Customer preferences,
Commerce their location behavior, connections
to payment accounts
Physical, chemical, Identity of objects,
and environmental use of transportation
Industrial IoT parameters systems, supply chain
management, efficient
use of resources,
weather modeling
Remote sensing and Elements of virtual
Robotics actuation, driverless presence, imagery,
cars manufacturing
statistics
Traffic, utilities, waste | Improved efficiencies,
Smart Cities | management, fertilizer | conservation,
congestion control
Physiological Population health and
.. parameters, remote wellness parameters,
Telemedicine health, medication disease prevalence and
consumption spread

As is evident from the table, running analytics on sensor
data from IoT systems significantly broadens the range
of inferences, and thereby, applications. Case in point: a
$99 On-Board Diagnostics (OBD) peripheral for automo-
biles that contains a GPS sensor and can monitor vehi-
cle Controller Area Network (CAN) bus data has enabled
dozens of applications ranging from enhancing fuel effi-
ciency to driver safety to expense reporting. It is import-
ant to note that the data (and metadata) were always
there; the missing ingredients were the low-cost sensor
and a means to communicate its data to the cloud. This
is obvious, but worth remembering: loT makes invisible

data visible.

Fundamental Ideas

The current IoT revolution owes both its genesis and suc-
cess to four fundamental ideas.

1) Software representations of physical things: Any-
thing that can be represented by software will be rep-
resented by software. The first wave of software eating
space and time was achieved by thinking deeply about
separating the logical content of objects from their phys-
ical representation - cleaving the bits from the atoms.
With bits in hand, atoms are dispensed with entirely,
leading to a slow decline of things like paper books, cellu-
loid film, and metallic coins. Today, even higher functions
like operating a vehicle are representable as a combina-
tion of sensors and software. This drive toward higher
levels of abstraction will no doubt continue relentlessly.

2) Invisible technology: As Marc Weiser so eloquent-
ly said, “The most profound technologies are those that
disappear. They weave themselves into the fabric of
everyday life until they are indistinguishable from it%”
Ubiquitous computing — the ability of computing, sens-
ing, and communication technology to disappear into
every object and enable those objects to be sensed by
computers — has been pivotal in driving IoT forward.

3) Measurement, measurement, measurement: Soft-
ware is eating the world, but the world can’t eat software.
Some of the largest challenges facing our species can-
not be solved by code; we cannot program away climate
change, water contamination, crowded cities, or hunger.
However, measuring relevant quantities of interest can
help model and understand these complex problems. To
this end, IoT offers a scalable, effective, inexpensive, and
persistent way of measuring a vast range of quantities.

4) Recombinant® technology capabilities: The more
technology artifacts we have, the more we will have, ow-
ing to the power of recombination. Engineering relies on
the encapsulation of discrete capabilities into modular
artifacts that can then be combined to create new arti-
facts, which can themselves be modularized, and so on.
Modern IoT is primarily based on synthesizing new ap-
plications by assembling existing technology capabilities
in new ways and uniquely challenging their limits.

These four ideas make IoT inevitable. If we had not yet
invented the idea of IoT, we would have to do so now.
At this point, we are also in a position to define IoT suc-
cinctly: the Internet of Things makes the real world amena-
ble to computation.
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Six Core Capabilities of loT Systems

IoT systems require six core technology capabilities,
each of which is uniquely challenged by IoT applications.
Innovation in any of these capabilities has the potential
to significantly broaden the reach of IoT.

1) Communications: IoT needs radios that enable long-
range communications at low data rates. It would not
be an exaggeration to say that advances in low-cost and
low-power radio communication have been pivotal in
accelerating IoT deployments. While earlier generations
of IoT systems were tethered to the internet with wires,
the wireless communication revolution has had a direct
causal impact on enabling, to paraphrase a cell phone
commercial’, more IoT in more places. The key require-
ments for IoT applications are:

« Long-range (miles, not feet) at low power con-
sumption (milliwatts)

« Protocols optimized for short data payloads at low
duty cycles as opposed to, for example, 4G-LTE,
which is optimized for high bandwidths being uti-
lized continually

+ Support for mobility and in-building penetration
« A verylow cost approaching $1 per module

In Figure 2 (opposite page), we take a look at the land-
scape for existing communication protocols as well as
emerging protocols that are dedicated to IoT. As is clear
from the figure, there are many incumbents® for short-
range communication, but there is plenty of opportunity
for long-range, low-bandwidth systems. This is the space
that efforts like SigFox, Ingenu, LoRa, and the other
Low-Power Wide Area Networking (LPWAN) efforts are
targeting. However, cellular incumbents are developing
flavors of LTE to bridge the gap from 4G to 5G, which
promises support for IoT requirements from the get-go.

2) Hardware: IoT needs hardware that is low cost, low
power, interoperable with a wide variety of sensors, and
packaged in rapid prototyping kits to enable quick-turn
application development.

Hardware is required to do several different things: gen-
eral purpose computing, analog-to-digital conversion,
storage, and communication. Node hardware spans
many orders of magnitude in clock speed, cost, and ca-
pability - from a 7-cent passive RFID tag® to a portable
weather station running on an 8- or 16-bit microcontrol-

IQT Technology Architectures

A Technology Architecture is a unified, coherent
structure that shows constituent technology ca-
pabilities and how those capabilities fit and work
together.

In-Q-Tel's Technology Architecture Group is im-
plementing a model on which Technology Archi-
tectures will be developed and used as a founda-
tion for strategic investing against our customers’
mission priorities. IQT's model for creating ar-
chitectures is inspired by object-oriented design,
which extends the principles of abstraction and
re-use to define core technology capabilities.

By identifying capabilities and decomposing a
system into individual core technology com-
ponents, IQT is able to have more meaningful
dialogue with customers. Technology conversa-
tions become easier and more contextual - we
can discuss smaller components of the problem
while keeping the holistic context of the problem
intact. Legacy customer solutions and technolo-
gies can be mapped to the architecture in order
to categorize and compare with potential solu-
tions that exist in the commercial market.

ler at 20MHz. Node hardware has benefited tremendous-
ly from:

o Moore’s Law: number of transistors per unit area
doubles every 18 months

o Koomey’s Law: number of instructions per joule
grows more than Moore

o Kryder’s Law: amount of storage per unit area
also grows more than Moore

The convergence of scaling laws and the maker move-
ment’ has given rise to a large ecosystem of hardware for
IoT applications in the form of single board computers
such as Arduino, Raspberry Pi, Beaglebone, and Gum-
stick.

3) Software: IoT needs modular software that will run on
different hardware architectures in resource-constrained
environments (with low memory and clock speed). This
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software must be supported by a comprehensive menu
of APIs, libraries, and wired/wireless networking stacks.

We are seeing these challenges addressed in two distinct
ways: top-down and bottom-up. The top-down approach
involves paring down existing operating systems like
Linux and Android to fit the needs of IoT applications.
For instance, Google’s Brillo” is Android stripped down to
run on constrained processors. However, these top-down
efforts don’t quite meet necessary resource constraints.
The alternative bottom-up approach is essentially build-
ing an IoT operating system from scratch. There are a
large number of such OSes available, the most promi-
nent of which are Contiki, TinyOS, and Riot.

In addition, there are several industry alliances coalesc-
ing around different IoT verticals that aim to standardize
interoperability between IoT devices. These projects, e.g.,
IoT@Work, Alljoyn, IPSO, and the Open Interconnect
Consortium, are usually sponsored and led by large com-
panies with current or future products in those verticals

and are still in early stages of development.

4) Security: ToT needs security but it has often, and
with very good reason, been called the Internet of Inse-

>

cure Things® with “hilariously broken™ security. Nothing
exemplifies this characterization more than a cursory
browse through Shodan or Censys'", search engines for
IoT devices, which reveal vast numbers of devices with-
out security controls. Some of these devices are innocu-
ous, but many unsecured devices violate privacy or have

the potential to cause severe disruption'.

There are several reasons for this state of affairs. Build-
ing secure systems is challenging in any situation, and
is exacerbated by the fact that IoT systems run in re-

$1 - $5 per module
~10 years battery life

source-constrained environments and are frequently de-
ployed in remote locations by non-security profession-
als. The attack surface is simply too large.

In general, IoT security can be approached in two ways.
The first is to optimize existing, well-understood cryp-
tographic standards for operation on IoT nodes; the
second, christened Lightweight Cryptography (LWC)",
is to develop new cryptosystems for such devices. The
security prescription for IoT devices can be stated quite
simply: Use existing NIST standards wherever possible,
because LWC is still in its infancy. We summarize the se-
curity landscape for IoT in Figure 3.

Fortunately, all of the major chipset vendors and IoT
operating systems support NIST standards in their stan-
dard offerings. Some vendors are also offering trusted
computing platforms like the Trusted Platform Module
and Trusted Execution Environment in their products.

5) Management: With IoT, device management as-
sumes outsized importance. There are three main rea-

sons for this:

1) There are a multitude of nodes which are deployed
in remote locations and only occasionally con-
nected to the network;

2) The range and possibility of errors at the node are
large; and

3) The cost of mismanagement (e.g., a botched over-
the-air upgrade) is a “bricked”™" node.

IoT device management can range from simple data
collection to preemptive failure prediction with typical
functions including initial device provisioning, firm-

ware management, device monitoring, logging, and con-

$10-$40 per module
" ~1-3 days battery life

Figure 2 | This chart shows how IoT radios are
dominated by short-range, high-bandwidth systems,
while there is a need for long-range, low-bandwidth,
and low-cost systems for many applications. These
systems are depicted in the blue box in the figure.
Note: this is not an exhaustive list of protocols and

networks.

1 Gbps
/ Battery-powered ISM-band radios Y
! i
480 Mbps '® Ultra-wideband !
1
$5-$10 per module ____| E Cellular
~1 week battery life ! [
300 Mbps ' Y \
' ® WiFI802.11n [ H
1 1 1
' | |@4GLTE |
' ' I
54 Mbps ! @ WiFig02.11a/g E i e
1 ) 1 1
' ' I
! ® Active RFID | | ® 3G HSPA+ |
1 ) 1 1
I [ I
11 Mbps | 80.10 per tag ! ® WiFi 802.11b [ 1
no batteries needed | 11 ®3a i
) I
1 ) ! 1
3 Mbps i | [ 1
! ® Bluetooth ! ! ! Target
PR | Lo 1
s AN o 1
/ . \ . '
\Passive RFID @1 P |
250 kbps N -\ ® Zigbee g |
------------------------- -~ \e25G /
20 kbps ' Emerging dedicated loT Networks (low cost,
long range, low data rates)
im 10m 100 m 1km 10 km



IQT QUARTERLY

ASIC uc Smart Phone Server
Securing loT RFID tag FPGA Consumer Devices Laptop .
INTEGRITY Difficult to achieve Software tamper Economically feasible
physical security and data  resistance is economically to incorporate
s the system working as integrity given resource feasible in this regime, but physical security and
designed and is the data and cost constraints. side-channel resistance is ~ measures to preserve
from the Nodes trustworthy? cost prohibitive. data, hardware, and

software data integrity.

@ AUTHENTICATION' Lightweight Crypto is targeted Existing NIST or ISO !
| at these platforms, but is still standards can and |

Are Nodes talking to (in its infancy. should be implemented |
legitimate entities who have ]

privileges to perform relevant TR on these platforms' )
actions? ' |

- ISO 3

|

@ ENCRYPTION | ‘
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Is data from nodes private? ns0e¢LA )

|

|
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Figure 3 | The state of IoT security. The axis at the top represents
capabilities of IoT hardware. There are three main questions: Can we
trust data from IoT nodes (integrity)? Are they talking to legitimate
entities (authentication)? Is the data private (encryption)? For really
constrained devices, trust is difficult to achieve, whereas for the me-
dium and higher capability devices, it is technically feasible, but might
not be economically feasible. With NIST standards, authentication and
encryption are feasible in all but the lowest capability devices. Hence
we prescribe using these existing standards wherever possible. Light
Weight Crypto (LWC) is still in its infancy, but has several major con-
tributors including NSA.

trolling nodes on demand (usually for troubleshooting
purposes). We are seeing three approaches to IoT node
management:

« Hardware vendors like ARM and Telit are includ-
ing management capabilities as part of their prod-
uct line. This includes software on the nodes to
connect directly to their cloud platforms for man-
agement.

+ Cloud computing incumbents like Amazon Web
Services, Google Compute Engine, and Microsoft
Azure are providing hardware-agnostic methods
of getting IoT data into their cloud platforms.

+ Hardware prototyping platforms like Arduino have
management capabilities ported to run on them.

6. Analysis: IoT systems need analytics to aggregate
noisy, granular data from the field and turn it into useful
insight. This is what customers pay for.

In most IoT systems, analytics is where big data and data
science collide. Many big data techniques are having a
major impact on IoT data processing, including:

« New data abstractions for streaming data and dis-
tributed stream processing frameworks

+ High-performance distributed data stores includ-
ing NoSQL, time-series, in-memory, graphics pro-
cessing unit (GPU), field-programmable gate array
(FPGA), and geospatial databases

« Probabilistic algorithms
« Machine and deep learning

« Domain-specific analytic frameworks for applica-
tions including geospatial, transportation, agricul-
ture, and mining

These core capabilities are visualized on page 10.

The Future of loT

Predicting the future is hard, but it’s clear that there is a
fortune of economic and societal value at the bottom of
the IoT pyramid'. As we said previously, some of human-
ity’s hardest problems could leverage IoT to aid in un-
derstanding their scope and pointing the path towards
solutions. Beyond the economic value and the number of
devices, what can we expect to see as this IoT revolution
unfolds? We conclude with one possibility.

Given the relentless drive towards software represen-
tations of everything, imagine that the cloud contains
more and more sophisticated models, avatars, if you will,
of all things IoT. Each of these models is occasionally
in contact with its physical twin to refresh its state, but
most of the commerce and transactions of data between
these objects is happening predominantly in the cloud.
What if these models include complete representations
of farms, factories, vehicles, and cities? How might that

change our economies, and, indeed, our world? Q

Dr. Ravi Pappu is a Principal Architect in In-Q-Tel's Technology Architecture Group. Prior to joining IQT, Pappu held senior
technology and management positions at Trimble Navigation and ThingMagic, a venture-backed company he co-founded.
ThingMagic was acquired by Trimble in 2010. Pappu received his Ph.D. from the MIT Media Lab in 2001, and was named to
Technology Review's TR100 list of top innovators under 35 and Boston Business Journals 40 Under 40. He is no longer accepting

any age-revealing awards.
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A Look Inside the Issue

This issue of the /QT Quarterly examines the

Internet of Things (IoT) revolution.

We begin with a Q&A with Kevin Ashton, a pioneer who
is credited with coining the term “Internet of Things.” He
discusses the circumstances that led to his coining the
now widespread term, and his experiences working on a
global RFID standardization effort at MIT.

Peter Li discusses how Atlas Wearables is doing for hu-
man motion what Siri did for human voice, but without
a tether to the cloud. The key ingredients of the Atlas
recipe are low-cost, low-power 3D motion sensors and a
learning system that runs on commodity microcontrol-

ler.

We then switch to the gateway layer of IoT. Peter
Saint-Andre of Filament discusses a unique peer-to-peer,
long-range radio communication system that uses smart
contracts and private microtransactions to communi-
cate and exchange value in a completely decentralized
fashion.

Brad Keywell of Uptake then explains how to turn raw
data from IoT sensors into knowledge by using modern
big data technologies in the analytics layer. This layer is
where domain-specific algorithms meet noisy, high-ve-
locity data from the field.

O

Finally, we look ahead to a crucial challenge that must be
solved for IoT to expand its reach even further: energy.
Josh Smith of the University of Washington presents the
results of a decade of research that use the principles of
passive RFID tags and show how they can be leveraged
to harvest increasing amounts of energy from radio fre-
quency transmissions. The devices range from an accel-
erometer to a microphone to a camera, all of which are
powered solely by ambient RF. Q
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The Genesis and Evolution of "loT"

A Q&A with Kevin Ashton

evin Ashton is a technologist credited with coining the term “Internet of Things.

An entrepreneur who has led several successful startups, Kevin also is known for his

writing on technology and in 2015 published a book, “How to Fly a Horse: The Secret

History of Creation, Invention, and Discovery. IQT’s Ravi Pappu recently spoke with

Kevin about the genesis of the term, the evolution of IoT, and innovation.

What were the circumstances that led you to coin
the term “Internet of Things”?

That happened in the late 1990s. I was an Assistant
Brand Manager at Procter & Gamble—my first job out of
school—and I was part of a team launching a new range
of make-up products. We had one particular shade of
lipstick that was very popular, partly because we were
advertising it, and it was always out of stock at my lo-
cal store when I went to get my weekly groceries. That
p****d me off. So I investigated, and after several months
of work, found it was out of stock in 4 out of 10 stores at
any given time, and that, furthermore, Procter & Gam-
ble’s most advertised products were nearly always its
most out of stock products. That was an interesting—
and expensive—supply chain problem. We knew adver-
tised products would sell more, so of course we always
made extra, but that wasn’t solving the out of stock prob-
lem.

I did more digging, and eventually realized the problem
was information, which was a bit of a surprise, because
the 1990s were supposed to be an “information revolu-
tion” The fundamental issue was that, in the twentieth
century, all digital information was entered by human
beings, with only a few exceptions. For people used to
the twentieth century paradigm of computing—which
is to say, pretty much anyone born before about 1990—
that can be a difficult problem to grasp. Many of them re-
spond to that statement fairly blankly: they simply don’t
get it, and wonder, “What other kind of information is

there?” In fact, it’s a profound limitation, because there
are only a few types of information that human beings
are good at entering—say, conceptual data, like payrolls,
or appointments, or ideas and thoughts—and billions of
types of information that human beings simply cannot
enter, such as detailed data, or data that changes con-
stantly, which is to say pretty much all data about the real
world. And that includes whether a particular shade of
lipstick is on the shelf in a particular grocery store at a
particular moment.

So, the big information technology question at the start
of the twenty-first century was, “How do you gather data
that cannot be gathered by human beings?” Like all good
questions, the question answers itself: you build auto-
mated systems that gather data, also known as sensors.
And sensors work best in networks—see the human ner-
vous system as an example—and in the mid-1990s, we
suddenly had a new worldwide network that would be
perfect for connecting sensors: the internet. I had to ex-
plain all this to busy, non-technical P&G senior execu-
tives, using the corporate medium of choice, PowerPoint
slides, so, around the spring of 1999, when coming up
with a title for my executive PowerPoint presentation, I
boiled it all down to three words: the Internet of Things.
That was very weird and ungrammatical at the time—I
am not sure anybody had used the phrase “the Internet
of” something before, and if they had, if was not widely
known—but it caught the attention of senior managers
who knew that the internet was some kind of big deal in
which they were supposed to be interested and invested.
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There are many definitions of loT out there. How
would you describe loT?

Computers gathering information by and for themselves
using networked sensors.

You have seen loT from several perspectives: as a
potential adopter (at P&G), as a standards leader (at
MIT), as a vendor (at several startups), and as an in-
fluencer (through your writing and speaking career).
What are a few things that have surprised you the
most about how the field has evolved and why?

I was always the wildest-eyed, craziest guy in the room,
and, in retrospect, it turns out I wasn’t wild-eyed or crazy
enough. We can do things today that were unimaginable,
or supposed to be completely impossible, at the turn of
the century. The proliferation of high-bandwidth, low-
cost radio networks is one example. The sophistication
of machine vision systems is another. If you traveled
back in time to 2000 and described the technology of
2016, people would think you were mad; experts doubly
so, because they would be able to explain why the things
you were describing were literally impossible. I know, be-
cause I got all those reactions, and the things I was de-
scribing, such as 5-cent RFID tags, or always-on, dial-up
free internet connections everywhere, were laughably
tame compared to today’s reality. The biggest surprise is
not how fast things change, but how fast everyone gets
used to how fast things change. You never find anybody
who admits they thought today was impossible yester-
day. Everybody is an IoT person now. But 15 years ago,
my IoT talks were often met with cold silence, or put-
downs that were whispered behind the backs of people’s
hands, or streams of objections. Not at MIT, where ideas
are never damned for being too crazy, only for not being
crazy enough, but outside, in the “real” world.

“ | "

| boiled it all down to three words:

the Internet qf Things...it/ caught
the attention of senior managers

who knew that\the internet

was some kind of big deal in-__
which they were sﬁpposed to be -
interested and invested.~

In the next 5-10 years, which technology sectors or
applications will see the greatest impact from loT
and why?

Self-driving cars will be the next big one. Those will be
here far sooner than anybody seems to realize, and the
consequences will be profound, starting with preventing
3,300 needless deaths that humans driving cars cause
each day.

You recently wrote a book on innovation titled “How
To Fly a Horse.” What advice do you have for orga-
nizations that struggle with balancing tactical goals
with the existential need to innovate?

I don’t give advice, but I'll say this: those two things are
not in opposition; they are cause and effect. Short-term
problems are innovation’s seeds. For example, the Inter-
net of Things started with a missing lipstick. It’s those
gritty, real, frontline nits that give rise to the best ideas,
not grandiose business plans, or mythical Archimedean
moments. The best businesses seek solutions to their
problems, not problems for their solutions. Q

Kevin Ashton is a visionary technologist. He coined the term “the Internet of Things,” co-founded the Auto-ID Center at MIT,

and led three successful tech start-ups, including Zensi, which he co-founded and sold to Belkin in 2010. His writing about

innovation and technology has appeared in The New York Times, The Atlantic, Politico, and Quartz.



The lol Landscape

Internet 3.0: Connecting Everything

The internet (short for inter networking) was born of a need to connect
computers to each other. This was followed by an explosion of > >
applications, primarily connecting people to organizations and content

and led to expansive growth in search, social networking, and
Connecting Connecting Connecting

commerce. The emerging IoT revolution promises to connect things in e o Everything

our physical world to the internet, dwarfing both the number of
computers and the number of people on the internet by many orders of
magnitude.
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A Generic loT System

The diagram to the right shows the dominant paradigm of modern IoT Internet
systems, which comprise of nodes, gateways, and the internet. Nodes can
talk to each other and relay messages for other nodes via peer-to-peer
communication, to an intermediary called the gateway via short-range Gateway Gateway
communication, or directly to the internet via a cellular or satellite
connection. There is a tremendous diversity of nodes owing to the broad

range of IoT applications.
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he inertial microelectromechanical sensor
(MEMS) market has expanded rapidly in
the last half-decade. Following the advent of
smartphones, inertial MEMS proliferation

has been driven by the demand for hardware design op-
timizations and breakthroughs in new detection prin-
ciples. As more and more devices are connected, new
opportunities for increasing functionality and end user
value emerge.

So far MEMS technology has been limited to general
activity and location functionality. This is useful for the
most basic tasks as a new mode for user interface design
or basic activity detection, but not much more. Consid-
er a deployment in a physical rehabilitation program.
Prescription, compliance, and improvement are key
variables inherently linked to patient outcomes. While
troves of inertial MEMS data can be gathered, unearth-
ing hidden value is difficult. To make this possible, we
need a technology stack that digests this data to enable
automation of tedious tracking and deeper analysis with
these data points. Elements of the rehabilitation pro-
gram, including progress, range-of-motion, and stability,
can be measured and calculated automatically. In this
article, we show how these interactions and elements for
analysis are enabled by off-the-shelf hardware and soft-
ware that emphasize computational and power efficien-
cy and untethered functionality.
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Background

Inertial navigation was first pioneered by navigation of
aircraft, tactical and strategic missiles, spacecraft, and
other military applications. Recent advances in the
manufacturing and deeper understanding of physics
have made it possible to manufacture small and light
microelectromechanical systems. These innovations
have broadened the spectrum of possible applications.
We first experienced this at full-scale in 1993, when ac-
celerometer MEMS were first used in consumer vehicles
to trigger airbags. In the last decade, MEMS components
experienced explosive volume growth in parallel with
increasing power efficiency and decreasing costs due, in
part, to the introduction of the modern smartphone in
2007.

This commoditization has helped enable innovations in
wearable devices and the Internet of Things (IoT). To-
day, inertial MEMS are designed into products including
watches, glasses, shoes, and tools. Many technologies
today leverage this new, affordable source of data to cat-
egorize five general modes of motion sensing: accelera-
tion, vibration, shock, tilt, and rotation. Although these
modes are valuable as new inputs for user interface and
experience design, they are inherently limited by the
inability to analyze the raw data. Since this data is not
detailed or sufficiently refined, analysis and knowledge
extraction is hindered significantly - garbage in, garbage
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out. Atlas Motion Engine technology alchemizes this
garbage data from MEMS devices by identifying and an-
alyzing key patterns in 3D motion.

Atlas Motion Engine technology is optimized for de-
ployment on low-power microcontroller technology
connected to 6-axis inertial MEMS. Today, Atlas comes
pre-loaded with over 70 fitness-related activity mod-
els and adapts to users and even learns new motions
through cloud training.

Keeping resource constraints on the wearable device in
mind, the Atlas platform is built on three key principles:

1. Power efficiency: Power efficiency and power
consumption are perhaps the most important
driving factors when developing connected devic-
es that require a portable source of power. Many
deployments prefer and prioritize solutions that
require less charging and can run longer on a sin-

gle charge.

2. Computational efficiency: Pseudo real-time
detection and a small software footprint are key
requirements in many use cases. For example, re-
al-time identification of falls by elderly people on a

small microcontroller is ideal.

3. Untethered / cell service denied: The ability for
untethered detection is driven by many use cas-
es where instant results are a necessity or cellu-
lar service is unavailable. Most voice recognition
solutions require a constant connection to a cellu-
lar signal to outsource computations to a remote
server. This tethering not only requires significant-
ly higher power consumption but also introduces
unwanted latency. Unlike many other machine
learning or classification platforms, Atlas Motion
Engine is fully embedded on a microcontroller.

Advanced motion tracking consists of two main compo-
nents: the embedded Engine and cloud-based Engine.
The embedded Engine is comprised of motion classifica-
tion capabilities and analytics. The cloud-based Engine
provides additional and more fine-grained metrics as
well as enables learning and training of new custom 3D
motions. Once the new 3D motions are learned, they can
be transferred to the embedded Engine for an unteth-
ered tracking experience.

We take a hybrid approach to learning activity models.
Cloud-based learning takes advantage of the benefits
of discriminated inertial data and the large amounts of
available compute power in the cloud to generate the
most accurate activity models. The learning protocol is
generally batch-processed to “imprint” the chip with the
user's preferences for tracking. Once updated, a typical
deployment does not include constant adaptation.

The primary advantage of motion-based activity classi-
fication is that it is a simple, efficient, and completely
wearable means of evaluating 3D motion. Motion-based
activity classification is proven to monitor over a hun-
dred distinct motions for long periods and can be as sim-
ple as a single wearable device. While hundreds of full
body motions can be effectively classified and analyzed
from a single point sensor, multiple sensors can further
improve the accuracy and breadth of classification.

Motion-based activity classification also creates an in-
credible source of data on human health responses to
fitness regimens. Various studies** conclude that this
resolution of data is more than enough to obtain fit-
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Figure 1 | When considering inertial motion sensors with six degrees
of freedom, systems can measure cartesian acceleration along three
axes (X, Y, and Z) as well as rotational angular acceleration along three
axes (Q, R and S).
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RAW MOTION DATA

ness progress and specific metrics that can help predict
physiological response. Atlas technology provides many
metrics such as stability, motion fidelity, and velocity.
Applications range from personal fitness to workforce or
insurance compliance, among many others.

The technology can expand to support multiple specif-
ic use cases. In the fitness case, the technology enables
automatic calculation of metrics like reps, rest time, and
velocity. Below, we take alook at how inertial sensing can
be used to measure minute details of workout regimens
in order to improve their efficacy.

Physical performance and physiological adaptations
are demonstrated to be linked to the intensity and num-
ber of repetitions performed". In general, studies divide
subjects into four groups of repetition training; a low
repetition group (3-5 reps), an intermediate repetition
group (9-11 reps), a high repetition group (20-28 reps),
and a control group. Low and intermediate rep groups
are shown to have significant hypertrophy for all major
fiber types (types L IIA, and IIB). The high rep group is
better adapted for submaximal, prolonged contractions
that improve aerobic power and time to exhaustion.

Rest interval between sets is an important variable in
resistance exercise prescription. The amount of rest be-
tween sets can influence the efficiency, safety, and ulti-
mate effectiveness of a strength training program. High-
er levels of muscular power have been demonstrated
across sets with 3-5 minutes of rest versus 1 minute of
rest between sets These findings indirectly demonstrate
gains in muscular endurance when utilizing short rest

intervals.

Velocity has been used as a fitness metric for a few de-
cades, but has only recently grown in popularity. The
researchers who discovered the concept were trying to
understand what optimal weight should be used for a
variety of training exercises, and they used velocity of
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the barbell to determine the weight parameters of the
load. For athletes competing in sports, the use of veloci-
ty-based resistance training has been shown to improve
performance on sport-specific tests and much of that
has to do with the muscle types involved, not just in the
sport, but also the position. For example, fast lengthen-
ing contractions are attributed to greater hypertrophy
and strength gains compared to slow velocities®. Type I
muscle fiber size increased in both fast and slow training,
However, type IIA and IIX muscle fiber cross-sectional
area increased in both types of training but the increases
were greater with fast velocity training. Different muscle
composition adaptations are pivotal to reaching specific

and personal fitness goals.

The Atlas platform has been extended to support a wide
variety of motions. For example, when sensors are incor-
porated into a toothbrush, or the dominant hand, one
can track and identify brushing coverage. Top, bottom,
left, and right mouth tracking can be discerned to help
users understand the efficacy of their oral hygiene.

Consider a deployment in a shipping and fulfillment
organization, where line workers lift heavy boxes. The
number of lifts can be tracked automatically. But beyond
simple counting and tracking, the Atlas metric solution
can be adapted to identify fatigue over time, improper
lifting form, and other key metrics to help managers
quantify efficiency and to help line workers identify po-
tentially risky patterns.

The Atlas Motion Engine does for human motion what
natural language processing (NLP) did for human voice.
In NLP, a crucial ingredient required to accelerate the
field was the digital microphone (sensor) and the algo-
rithms (analytics). Without the algorithms, all we had
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( ( The growth of voice processing

and NLP enabled a brand
new generation of technology

controlled by voice. This is
how we expect human motion
tracking to evolve.

was a mess of raw data. The growth of voice processing
and NLP enabled a brand new generation of technology
controlled by voice. This is how we expect human mo-
tion tracking to evolve.

It remains to be seen whether an organization can effec-
tively leverage raw inertial motion data beyond simple
pedometer tracking. Atlas is empowering applications
to create novel value for their users. This article has pro-

vided a high-level view of implementation organization
and the technologies required. Although there is much
work to be done to broaden the inertial motion data-
base, many important motions and patterns are already
included. Looking ahead, additional applications where
automatic motion classification and automation can
add new interpretations of raw data and enable a new

generation of products.

Peter Li is a biomedical engineer from Johns Hopkins University and co-founded Atlas Wearables. His background and focus

revolve around data analytics and machine learning techniques. He swam for over 14 years of his life and believes in the

automation of tedious chores by way of advanced software solutions.
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Unlocking the Value

of the Internet of Th

by Peter Saint-Andre

s more and more devices are connected in the Internet of Things (IoT), an enormous amount

of value is waiting to be unlocked. The imminent prospect of extending connectivity to tril-

lions of devices opens the possibility of what we might call picoeconomics, a thousandfold

increase in value exchanged over the nanoeconomics implicit in the interactions between billions of

human beings on our planet.

To help make this new world possible, Filament has built
an open technology stack called Distributed Sentient
Transactions (DIST). DIST leverages the most advanced
communication and security methods available today
and thus enables devices to discover, communicate, and
interact with each other in a fully autonomous and dis-

tributed manner.

Consider a deployment on a rail network, in which loco-
motives, freight cars, switch motors, and other pieces of
infrastructure are networked through inexpensive, sur-
face-mount devices or onboard firmware. Suitably de-
signed, such devices can communicate with each other
over long-range radio at distances up to 10 miles instead
of relying exclusively on WiFi, cellular, or satellite access.
Now the rail network can gather real-time data from all
of these devices under a variety of network conditions,
run preventive analytics in the cloud, change the behav-
ior of edge devices by deploying updated directives, per-
form targeted maintenance, and reduce the risk of dan-

gerous and costly accidents.
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Beyond mere connectivity, the devices involved can ex-
change value directly or indirectly with a wide range of
entities. For example, they could sell data about envi-
ronmental conditions to a meteorological agency, usage
data of the rail network to an organization specializing
in business statistics, monetize access to their private
communication network to customers along rail routes
such as grain elevators and loading docks, or productize
access to the rail cars directly. As these examples indi-
cate, the exchange of value is not limited to a single lo-
cation or vertical but can cross organizational lines in
secure and flexible ways.

Principles of loT Development

At Filament, we believe that applications such as these
must be built upon five key principles: Security, Privacy,
Autonomy, Decentralization, and Exchange (SPADE).

The security principle guarantees that information is not
disclosed to unauthorized entities (confidentiality) and
not modified in an unauthorized or accidental manner
(integrity). Security often involves encryption: encoding

Ngs—
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information so that only authorized entities can decode
and thus understand it. IoT technologies need to natively
ensure the confidentiality and integrity of information,
not depend on aftermarket workarounds.

Privacy involves the protection of information about in-
teractions, as opposed to the interactions themselves.
Such information (often called metadata) might enable
an attacker to correlate interactions with a particular
individual, analyze the traffic generated by an endpoint,
uniquely identify or “fingerprint” a device, or otherwise
detect the identity or attributes of an entity. Privacy-re-
specting technologies prevent attackers from learning
such information, for example, by using ephemeral ad-
dresses or routing data over ad-hoc links.

Autonomy means that devices are “first-class” citizens
on the internet and are not dependent upon centralized
servers. For example, the cars of a freight train should
not need to call out to a cloud service in order to commu-
nicate with each other or with the head-of-train device in
the locomotive. Instead, devices need to be empowered
to interact whenever necessary, even if the cloud is un-
available.

Decentralization is a direct result of device autonomy,
because no central authority regulates or makes deci-
sions for the actors on a given network. Popular inter-
net services are monocentric: endpoints and their data
are tied to each service, and the services do not talk to
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each other. Some existing technologies (e.g., email) are
polycentric: anyone can run their own service on a fed-
erated network where services talk to each other, but the
services are still primary and endpoints are secondary.
By contrast, autonomous endpoints can self-form their
own networks, thus building up completely decentral-
ized architectures of communication. This is important
for devices in remote locations, but it is also the key to
unlocking value from device-to-device interactions.

The foregoing building blocks enable devices to interact
in completely independent ways. One further ingredient

The SPADE Framework

A Exchange of Value

Decentralized Network

/ \ Autonomous Devices

/ \ Private Interactions
/ \ Secure Communications
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- the capability to engage in smart contracts — makes it
possible for such devices to leverage all of the societal
and legal constructs for economic exchange that have
been built up over thousands of years (such as binding
agreements, bills of sale, and validated receipts). The val-
ues exchanged through smart contracts and microtrans-
actions among IoT devices could include data, network
access, currencies such as Bitcoin, compute cycles, con-
tracts for ongoing service, trusted introductions to other

devices, and much more.

From Principles to Features

The SPADE design criteria animate all of the core fea-
tures of the DIST stack: communicating with other de-
vices, discovering their identities and capabilities, nego-
tiating interactions, and finally, exchanging value.

DIST uses a protocol called telehash for communication
among devices. Unlike technologies that rely on central-
ized or federated servers, telehash enables completely
distributed, decentralized interaction. To ensure con-
fidentiality and integrity, telehash messages are always
100 percent end-to-end encrypted using forward secre-
cy and advanced stream ciphers. For privacy protection,
built-in cloaking mechanisms can add random noise to
all bytes sent across the wire. Although telehash is trans-
port-agnostic and can be run over standard protocols
such as TCP and HTTP, the TMesh extension to telehash
provides packetization of telehash over sub-GHz, long-
range radio (including shared management of available
spectrum and establishment of networking relationships
among deployed devices).

Anatomy of a Smart Contract

HEADER Hashing Algorithm

RESERVED  Issuer, Expiration, Audience, etc.

PAYLOAD pusLic  Standard Values (e.g. OpenID Connect)

PRIVATE  Filament-specific Values

SIGNATURE Hash of HEADER + PAYLOAD

In DIST, identity is tied to an endpoint’s telehash address
or hashname: a 32-byte string independently generat-
ed over a public key, not issued by a central authority
such as the Domain Name System (DNS). But how can
one device discover other devices and learn more about
their capabilities? On a small scale such as equipment
on a factory floor, discovery of other devices can occur
over WiFi, radio, or even Bluetooth; this kind of discov-
ery happens organically as devices are provisioned into a
private community. On a wider scale, the groundwork is
being laid for endpoints to be vouched for by recognized
notaries.

Discovery of an address is necessary but not sufficient
for enabling contracts and microtransactions, because
the capabilities of a device will largely shape the range
of possible interactions. Such capabilities might include
the data types a device can provide, the actions a de-
vice can take (such as provide network access), and the
affiliations that a device has with other devices, larg-
er communities, and trust sources. In order to protect
the discovery of capabilities, the DIST stack uses smart
contracts (self-executing, self-enforcing contracts that
are implemented in software) via a technology called
blocklet. These smart contracts make it possible to spec-
ify the particular conditions under which a device will
interact with other entities, without reference to a cloud
service. Such conditions can include price, the time pe-
riod during which access is allowed, a per-use charge for
defined functionality, attribution for data provided, and
other contractual terms that are important to the parties
involved.

To enable exchange on top of these foundations, DIST
includes a method for secure, private microtransactions
among autonomous devices. Blocklet microtransac-
tions, which are based on the IETF’s JSON Web Token
(JWT) standard (RFC 7519), solve this problem in two
ways. First, currency can be exchanged in private side
chains that are separate from the public Bitcoin block
chain. Second, one or both parties to a microtransaction
can agree to use an escrow arrangement as a way to lock
the value to be exchanged, such that it can be unlocked
only after both entities have fulfilled the terms of the

contract.

Although the entities involved might want to engage the
services of a third-party auditor for high-value transac-
tions, such an arrangement is completely voluntary and
subject to negotiation. In addition, because unlocking
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Reliable or Unreliable Channels
(data streams, pubsub events, etc.)

End-to-end Encrypted Packet Exchange (E3X)
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the escrow depends on meeting specified contractual
conditions instead of time-based leases, value can be ex-
changed even if internet connectivity is unavailable for
long periods of time.

A New World of loT Applications

The Filament team has developed DIST not for the tech-
nology itself but for practical applications in industrial
scenarios, such as energy infrastructure, airports, hospi-
tals, and factories. In many of these situations, privacy
and security are not just pleasant-sounding buzzwords
but mission-critical necessities. We have also designed
DIST so that it can be used where connectivity is inter-
mittent or simply unavailable; pipelines, power grids, oil
and gas fields, and mines are just a few examples.

Returning to our example of rail transportation, a num-
ber of potential applications arise. For instance, manu-
facturers such as Hitachi have already started to demon-
strate the viability of a “train-as-a-service” model’, in
which the large capital expenditure costs of rolling stock
and rail infrastructure are converted into more digestible
operating expenses for the customer, who pays only for
on-time service. Under this model, it behooves the pro-
vider to gather as much information as possible to in-
crease uptime, safely improve delivery times, reduce the
risk of accidents, etc. Although end-of-train detectors
along with sensors such as hotbox and dragging equip-
ment detectors are standard on rail networks today, in-
expensive IoT devices introduce the possibility of moni-
toring a wider range of data, such as the movement and
vibration of individual rail cars (which might indicate,
for example, the presence of broken rails or the failure of
vehicle running gear).
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Naturally, much of the data gathered in this manner will
be centrally analyzed using big data methods such as
predictive analytics. Yet the gathering itself can be com-
pletely distributed across the rail network, with both
rolling stock and infrastructure components playing a
part. Furthermore, each piece of rolling stock can com-
municate with others and with the head-of-train device
in a locomotive to handle potentially dangerous condi-
tions in close to real time even if a train is far away from
conventional internet connectivity. Finally, including a
lightweight scripting environment on the end devices in-
troduces the possibility of true edge computing whereby
deployed devices can dynamically modify their behavior
based on conditions in the field.

With devices deployed throughout the network, truly
autonomous markets for information and contractual
interaction can be created as well. For instance, an inter-
modal shipping container might be packed at a factory
in China, transported via rail to the port of Hong Kong,
transferred to a container ship that crosses the Pacif-
ic Ocean, unloaded in Long Beach for transport by rail
again, and finally delivered to another factory in Dallas
for unpacking there. On each leg of the journey, a device
associated with the container can engage in secure mi-
crotransactions: selling data about its location and car-
go, negotiating connectivity to communicate with its
owner, signing off on delivery to its final destination, and
perhaps someday even clearing customs.

Many IoT providers wish to provide vertically integrated
solutions, from devices on the edge all the way to ana-
Iytics engines and business decision-making tools. At
Filament, we are forging an alternative path: an entirely
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The exchange of value is not limited
to a single location or vertical, but

can cross organizational lines in

secure and flexible ways.

)

decentralized network in which autonomous endpoints
use smart contracts and private microtransactions to in-
teract and exchange value in completely voluntary and
secure ways. Furthermore, it is Filament’s intention to
standardize the underlying DIST protocols and provide
open source implementations in order to seed innova-
tion and provide a completely open, modular approach
to unlocking the value of the Internet of Things. Q

Peter Saint-Andre is a well-known expert on messaging, presence, distributed systems, real-time collaboration, internation-
alization, and information security. In addition to 20 years of hands-on experience with internet technologies at companies
such as Jabber and Cisco, he has been actively involved with industry standardization and has served as an Area Director

at the Internet Engineering Task Force. As VP of Strategy at Filament, Peter ensures that Filament's technologies align with

customer requirements in a wide variety of industrial IoT applications such as asset management, remote monitoring, and

factory automation.
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The Promise of
Predictive Analytics

by Brad Keywell

e are in the midst of a data renaissance. Every single asset and person in an organization

is now a data generator - through sensors, computers, smartphones, and even their

actions in the real world. Unfortunately, rather than harnessing the unprecedented eco-

nomic value of this new data, most enterprises are drowning in the data deluge.

Within the next four years, 50 billion machines will be
connected to the internet, up from just 12 billion in
2011', while data volume is expected to double in size
every two years into the next decade as the physical
world continues to go online. These conditions are un-

locking unprecedented new business opportunities.”

To ensure their fair shot at these value-generating pros-
pects, enterprises must solve their data conundrums
before it is too late. But with so much data to contend
with, how do enterprises know what information is at-
tention-warranting, let alone, actionable? Furthermore,
when poor or incomplete data can cost businesses up to
30 percent of revenue each year®, how are they to ensure
the information they've zeroed in on comes from the
most reliable sources?

Uptake is doing just that — helping organizations rec-
ognize what their most useful data is telling them and
effectively predicting the future by transforming messy,
unstructured data into insights that compel quick, intel-
ligent actions that increase productivity and enterprise
efficiency while enhancing safety and regulatory compli-
ance. We believe that predictive analytics is becoming a
critical tool with far-reaching implications for an organi-

zation’s optimization, or even for its survival.
Rising to Meet Demand in Rail

Nowhere are these implications clearer than in the rail
industry. With demand for rail freight transportation on
the rise, the industry is faced with significant challenges

to better utilize assets and infrastructure to meet these
growing demands in an increasingly regulated arena.
The greatest of all these challenges is unplanned down-
time: locomotive malfunctions, especially those that halt
rail lines, cost railroad operators millions of dollars an
hour in lost revenue and penalties.

Picture this scenario: Somewhere in the middle of a
remote desert, the oil pressure begins to fall on a loco-
motive hauling millions of dollars of freight. Left unad-
dressed, this problem could quickly lead to an engine
failure, stranding the locomotive on a remote stretch of
track, delaying other critical freight missions online until
the failed asset can be hauled off for repairs.

For decades, the technology did not exist to flag the prob-
lem before it led to such a system failure. Historically, op-
erations analysts had to manually diagnose thousands of
locomotive asset faults each day to assess whether com-
ponents need repairs or replacing. This time-consuming
process resulted in inefficient spending and unnecessary
downtime.

With the influx of connected asset data and advanced
analytics capabilities, that function can be dramatical-
ly optimized, with direct—and significant—impact on
a railroad operations bottom line. Uptake’s platform
addresses rail operators’ most vexing questions: Does a
locomotive need repairs before leaving the yard? When
is the optimal time to pull locomotives off a track to send
to the shop for service? How can teams get them back
into operation faster?
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A Platform Approach

In designing Uptake’s technical architecture to address
these most pressing pain points in rail and other major
industries, we took advantage of advances in cloud com-
puting, data science, and machine learning. We com-
bined these technologies with the domain knowledge of
major industry partners and collaborated with them to
build and customize our platform for their industry.

This approach ensures that we are answering the right
problems with the best data. For example, the design
supports multi-tenancy, meaning a single instance of an
application supports multiple customers, matching the
model of our industry partners, where the main organi-
zation has multiple customers who have customers, and
so on. By solving problems not just for one industry but
for many at once, we apply patterns and solutions across
verticals, creating approaches that are not necessarily
intuitive, but which provide smarter solutions and im-
mediate value.

To generate actionable insights and predictions from
partner data, we have to accommodate, among other
things, various data formats, types of storage, and differ-
ent levels of access. During data acquisition, we gather
data in batch or in real time as needed (via our REST API
and ETL architecture) and store them in a secure cloud
environment, with each partner’s data in a separate data
enclave. The mission-critical nature of the data that Up-
take processes requires an approach to sensor-generat-
ed data security that is a leading model for this evolving
space. This security model is based on leading practices
and recognized industry standards, including the Cloud
Security Alliance (CSA), NIST, and ISO, while applying
these standards to new tools and approaches being used
for large-scale predictive analytics.

We ingest diverse data at high speeds and then normalize
the data for accuracy, efficiency, and quick access. The
Uptake platform is capable of reducing multiple forms of
data at global scale to its canonical form.

Since no single data store is best for the wide range of
problems we solve, we built our platform on a polyglot
data store capable of using more than one data type. For
massive amounts of sensor data, for instance, we use
a time series data store. To find relationships and map
networks, we use a graph data store. To manage mis-
sion-critical data and transactions, we use a relational

database. As we encounter more types of data, we will
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use the data store best suited to its structure. In this way,
we ensure the fast and ready availability of data to our
predictive engines and models.

Our data science team has constructed modeling engines
that drive intelligent recommendations and answers
across industries. The scalability of the architecture
supports large quantities of highly complex algorithms,
while the data science engines are powerful enough to
make real-time predictions based on live, streaming
data. For added flexibility and efficiency, our data sci-
ence models are integrated directly into our platform.
While most companies implementing complex models
in production have engineers recode data science mod-
els line-by-line, which wastes valuable time and resourc-
es, our model deployment merely requires answers to
four questions: 1) When does the model run? 2) On what
assets does this model apply? 3) What input data is need-
ed? and 4) What is the output of the model?

We also designed our platform for continuous improve-
ment in all aspects. For our data science models, we
apply a “survival of the fittest” methodology to our algo-
rithms so that the ones with the best results for a specific
problem are used. The framework is language-agnostic,
enabling the newest algorithms to be easily built without
regard to implementation language. We also implement
closed-loop feedback, feeding results of recommenda-
tions and actions back into the system. Thus, the plat-
form gets smarter over time. Furthermore, we can apply
learnings across industries, giving our partners insights
that they ordinarily could not leverage.

By inserting the insights into human-driven operations
and capturing the results, the models get smarter, and

Data science and analytics

Data normalization and storage
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importantly, human “hands-on” knowledge becomes
codified and preserved. This virtuous cycle of insight
transforming effective action into better insight has the
added benefit of empowering the training and perfor-
mance of decision-makers and operators who may be
new to the field.

Hands-on Insights Drive Results

Back to our example in rail, capitalizing on this “hands-
on” institutional knowledge has been critical to building
the best solution. Through our partnership approach,
we have worked closely with leading manufacturers’ ex-
perienced condition monitoring analysts who, until the
development of the Uptake platform, manually assessed
thousands of asset fault notifications each day. Their
expertise and consistent feedback are directly reflected
in solution features and continually updated as the soft-
ware quickly learns

and improves.

A key feature that
has benefited from
this critical feedback
source is the Uptake
platform’s proprietary
locomotive health
score, which rep-
resents the probability
that a critical fault will
occur in the next two
weeks. Uptake’s model is at least three times more effi-
cient than the industry standard procedure. This insight
enables Uptake to deliver real-time assessments of loco-
motive health, drilling down to the condition of specific
components. Railroads on the Uptake platform can now
remotely troubleshoot problems, expedite maintenance
by advanced ordering of parts, and clear shop time so
that locomotives can quickly come in and out. This re-
sults in increased accuracy of repairs and improved cy-
cle time at the shop, translating into more efficiency and
productivity.

Further, because we calculate health scores of locomo-
tives in real time based on the health of key components,
analysts can better manage their fleets relative to the pri-
ority of the job and distance of the mission. This health
score also identifies which subsystem of a locomotive
needs attention, further reducing potentially costly shop
time.

“ The sheer scale of these industries alone means
the potential for new predictive analytics solutions
can create hundreds of millions (or even billions)
of dollars in new value and improved operations
that, beyond the bottom line, stand to improve
health and safety on a global level. That is the

promise of predictive analytics.

Uptake's platform has also contributed to improved
fleet reliability through our Location Management tool,
which geospatially tracks assets on a satellite image feed
and provides profile and machine health records with a
single click. Uptake’s platform enables operators to make
more informed maintenance decisions based on asset
status, location, performance, and shop history. Ensuring
that locomotives are properly maintained and correctly
repaired reduces that industry’s key reliability metric of
FLY (Failures Per Locomotive Year). It is estimated that a
FLY reduction of just 0.1 percent can translate into mil-
lions of dollars in savings for a typical U.S. railroad.

Bottom Line & Global Impact

As the data landscape continues to rapidly evolve, pre-
dictive analytics will become a necessary tool with
far-reaching implications for an organization’s optimi-
zation (and surviv-
al). We have already
witnessed how data
platforms have revo-
lutionized  consum-
er products such
as fitness trackers
that monitor exer-

cise and accordingly
, , recommend  health
regimens, hotel and
restaurant reservation
tools that forecast demand, or customized media play-
lists that predict genres for a user’s tastes.

The largest, most pressing need for improvement lies
within data-rich industries that help power the world.
Water utilities, for example, can tap predictive analytics
to better target infrastructural repairs to prevent water
main breaks and floods, or to more effectively distribute
chemicals to treat and purify their supply. Public safety
agencies can better identify proactive opportunities to
enhance patrol activities and serve as a source of help
when and where it is most needed. The automotive in-
dustry can begin to improve road safety through moni-
toring driver behavior and noting risks for collisions and
hazards, or predict just-in-time maintenance or part re-
placement. Health care providers can diagnose patients
quicker, manage treatment and tests, and easily match
specialists with the patients in most need.

The sheer scale of these industries alone means the po-
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tential for new predictive analytics solutions can create line, stand to improve health and safety on a global level.
hundreds of millions (or even billions) of dollars in new That is the promise of predictive analytics. Q
value and improved operations that, beyond the bottom

Brad Keywell is the CEO and cofounder of Uptake Technologies, a predictive analytics SaaS platform provider that trans-
Jforms data into actionable insight for productivity; efficiency, and operational safety across major industries. Among the
previous ventures Keywell cofounded are Lightbank, Groupon (NASDAQ:GRPN), MediaOcean, and Echo Global Logistics
(NASDAQ:ECHO). He is also founder and co-chairman of Chicago Ideas, an annual innovation platform for global thought
leaders, and the former chairman of the Illinois Innovation Council. Keywell received a B.B.A. and his J.D. from the University
of Michigan.
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Unpowering the
Internet of Things

by Joshua R. Smith

ill the Internet of Things (IoT) turn out to be the Internet of Dead Batteries (IoDB)? The

IoT is envisioned as a vast collection of internet-connected, sensing-computing nodes

distributed throughout our physical environment and must be powered somehow. If

only batteries are used, then the IoDB will arrive as soon as they start failing en masse. To avoid this

dismaying possibility, our team has been developing technologies to harvest power from both ambi-

ent and deliberately transmitted radio waves, and to communicate using many orders of magnitude

less power than traditional radios. This will eventually allow us to create battery-free sensing nodes

and further broaden the reach of IoT. In this article, we present a series of systems ranging from an

accelerometer to a wireless microphone to a camera, all of which are powered by radio waves and

contain no intrinsic sources of power.

The energy efficiency of microelectronics has improved
by a factor of about one trillion (10'?) between 1940 and
2010"* This means that radio waves that we used to
think of as carrying only information can now serve as
sources of power capable of operating non-trivial elec-
tronic devices.
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Figure 1 | The energy efficiency of microelectronics has improved by
a trillion-fold since 1940'.

Wireless Identification and Sensing
Platform

The Wireless Identification and Sensing Platform (WISP)
was the first UHF-powered, fully programmable micro-
controller system®'. WISPs are powered by 915 MHz
UHF RFID readers and communicate with the reader by
backscatter. The WISP platform was used to create the

Analog
Microphone

A

-4 )
L

. Hybrid|
Tag

Figure 2 | Battery free microphone system. From left to right: Base
station Computer; Universal Software Radio Peripheral (for RF and sig-
nal processing); Base station Transmit (Tx) and Receive (Rx) antennas;
analog backscatter microphone tag; hybrid analog-digital backscatter

microphone tag.
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Figure 3 | Operation of hybrid analog-digital, battery-free microphone
tag. The top trace is the signal observed at the base station. First, a
two-way digital interaction between reader and microphone tag oc-
curs, which allows the reader to identify and enable the correct sensor;

then the tag enters analog mode and backscatters audio signals.

first UHF-powered accelerometer system' and the first
UHF-powered strong cryptographic system®.

More recently, we have been working on building
RF-powered versions of more challenging and useful sen-
sor systems, in particular microphones® and cameras’.

Battery Free Microphone

The battery free microphone uses Analog Backscatter,
in which the small charge output of the electret micro-
phone actuates a transistor, which modulates the reflec-
tion coefficient of the analog backscatter tag’s antenna.
The reader collects the RF signals differentially reflected
by the tag and reconstructs the audio stream. Figures
2-4illustrate the analog backscatter microphone system.

RF-Powered and Read Camera

Recently we created the WISPCam, which we believe is
the first UHF powered and read camera, meaning that
the device is powered and read by a commercial off-the-
shelf UHF RFID reader. The device benefits from small
mobile phone-scale cameras, but mainly enabled by Fer-
roelectric RAM (FRAM), a new ultra-low-power non-vol-
atile memory. The WISPCam charges a supercapacitor
until it has sufficient energy (around 20my]) to take a pic-
ture, stores it to FRAM, and then begins backscattering
it. If the WISPCam runs out of energy before it finishes
transmitting the data, it will sleep until it has accumulat-
ed enough energy to resume data transmission.

The original WISP consumed between 1-1000 pW. The
power available for it to use is determined by distance
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Figure 4 | WISPCam. The square daughterboard hosts the camera,
which was originally produced for mobile phones. The main board
behind the camera provides UHF power harvesting and bi-directional

backscatter-based communication.

from the RF source and as a result the WISP automat-
ically adjusts its active duty cycle in order to match its
power consumed to the power available. While sleep-
ing, the WISP continues to harvest energy. By increasing
the interval between wake events, the WISP can lower
its average power consumption as much as desired. In
practice this means that when a WISP is close to the RF
source, it will typically perform hundreds of sense-com-
pute-respond cycles per second; when it is far from the
RF source, it may perform less than one per second.

Wireless Ambient Radio Power [WARP]

It turns out that approximately the same power levels
can be collected from ambient RF sources such as TV
towers®, cell phone towers’, or Wi-Fi access points'’.

Ambient Backscatter Communication

It is nice that ambient RF signals can be used to power
IoT sensing devices, but what good is that if they are un-
able to communicate? With Ambient Backscatter Com-
munication (ABC), we showed that the same ambient
radio signals used for the power source can also serve
as a communication “substrate” for IoT devices; they can
communicate by selectively reflecting the same pre-ex-
isting ambient radio waves that are their power source'
This allows nearby devices to communicate with one an-
other. By introducing coding gain, the communication
range can be increased by two orders of magnitude',
which can enable long-range reading of such sensors.



IQT QUARTERLY

Figure 5 | Left: An image captured by a motion-triggered WISPCam.
Right: ground truth image captured by a conventional camera. In this
WISPCam variant, a passive IR sensor is used to trigger image capture

when the door is opened.

Figure 6 | Ambient RF Harvester, coupled to an electrolytic gas

Passive Wi-Fi

sensor’®.
With the Passive Wi-Fi project, we showed that it is pos-
sible for an ultra-low power device to use backscatter
(reflection of pre-existing radio waves) to generate or-
dinary, standards-compliant 802.11b Wi-Fi packets that
can be received by any ordinary Wi-Fi receiver with no
special backscatter receiver required. With this system,

ultra-low power IoT endpoints can communicate with ; ol

the ordinary, pre-existing internet with no need for an e DOI"'W Ry ©
(-10dBm)

IoT gateway. BPS | -4

The Future

Using directed and ambient RF signals as a power
source, we have demonstrated a sequence of increasingly
capable battery-free sensors ranging from a simple ac-
celerometer to a wireless camera. There are challenges
to overcome, such as designing more effective coding
schemes for ambient backscatter communication, and

implementing long-range ambient backscatter reader : - ool MR
basestations, but our experience so far suggests that bat-

tery-free, RF-powered sensors are feasible now, and be- Figure 7 | Map of Seattle, showing power available from a particular
coming increasingly practical. TV tower.

Joshua R. Smith is an Associate Professor in the departments of Computer Science & Engineering and Electrical Engineering
at the University of Washington, where he leads Sensor Systems Laboratory. He was named an Allen Distinguished Investigator
by the Paul G. Allen Family Foundation and he is a Thrust Leader in the NSF Engineering Research Center on Sensorimotor
Neural Engineering (CSNE). His research focuses on inventing new sensor systems, devising new ways to power them, and
developing algorithms for using them. In addition to intelligence, this research has applications in the domains of implanted
medical devices, robotics, and ubiquitous computing. Smith has co-founded two companies to commercialize his research:
Jeeva Wireless Inc. and Wibotic Inc.
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The IQT Quarterly examines trends and advances in technology. IQT has made a number of
investments in IoT technologies and several companies in the IQT portfolio are garnering
attention for their unique solutions.

Mocana

Mocana provides a device-independent security platform that secures all aspects of mo-
bile and smart connected devices, as well as the apps and services that run on them. Mo-
cana recently announced the integration of its Security of Things Platform with Schnei-
der Electric’s energy management devices and Latronix’s IoT networking solutions.
Mocana is located in San Francisco and became an IQT portfolio company in March 2012.

www.mocana.com

Orion Labs

Orion Labs offers a small wearable device that enables push-to-talk communication over
any available network. The company recently launched its first product, Onyx, which pairs
with a mobile app and uses a smartphone's data or WiFi connection. Orion Labs is based in
San Francisco and joined the IQT portfolio in September 2009. www.orionlabs.io

PsiKick

PsiKick is redefining ultra-low power wireless sensing devices — developing the lowest
power devices of their kind in the world. PsiKick’s technology provides the basis for this
vision of ubiquitous computing and, eventually, a true Internet of Things (IoT) by embed-
ding self-powered awareness into any device, object, building, structure, or environment.
The company hopes to deliver a full wireless system of batteryless sensor nodes by the end
of 2016. PsiKick is based in Charlottesville, Va. and joined the IQT portfolio in June 2015.

www.psikick.com

PubNub

The PubNub data stream network provides the cloud infrastructure and key building blocks
for real-time apps that scale globally to any device. PubNub enables real-time experiences
like live dashboards and streams, presence, collaboration, second-screen synchronization,
machine-to-machine signaling, and more. The company was recently featured in Forbes and
the San Francisco Business Times for a top ‘office hack’ among tech startups: PubNub engi-
neers integrated a coffee maker with a Raspberry Pi device to notify a user when coffee needs
replenishment. PubNub is located in San Francisco and became an IQT portfolio company
in March 2014. www.pubnub.com



11



