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While concerns about CBRNE weapons seem fresh 
in the popular consciousness, the roots of CBRNE 
weapons are deep in human experience. Explosives 
("E") have played a role in warfare since the invention 
of gunpowder, while the development and deployment 
of chemical and biological ("CB") weapons required 
the industrialization of chemistry and the birth of 
microbiology in the late 1800s. Their use in World  
War I drove the concurrent development of 
countermeasures and the first crude means of 
detecting CB weapons in the environment. Advances 
in physics thereafter led to the development of 
atomic bombs in the 1940s as well as the first 
countermeasures against radiological and nuclear 
("RN") hazards. CBRNE weapons were once largely in 
the operational domain of nation-states. However, the 
globalization of trade, increased access to global travel, 
and the advent of the Internet have lowered barriers for 
small groups or individuals to exploit CBRNE. Extremist 
groups and lone-wolf actors covet and have used 
CBRNE arms to cause terror. Small scale attacks can 
and have had large, lasting effects on everyday life (even 
when unsuccessful), as every air traveler knows.  

BEYoNd ThE VISIBLE 
By Michael C. Berg

oN oUR 
RAdAR

The technological challenges in combating CBRNE 
weapons are significant. However, the detection and 
analysis of CBRNE threats performed at a standoff 
distance represents the leading edge of innovation in 
counter-CBRNE technology. Sensors and detection 
techniques, no matter what the subject of analysis 
(chemical, person, activity, etc.), can be broadly grouped 
into three categories:

•  Detection that requires samples to be actively placed 
or come into contact with the instrument, such as in 
traditional laboratory analysis techniques.

•  Detection in which the sample or a portion of the 
sample reaches the detector on its own without 
operator intervention. The most common example is 
a trace vapor detection system.

•  Detection involving true standoff techniques, where 
the sensor operates without any physical contact 
with the sample.

This third detection scenario is the focus of our 
current discussion. In this context, the sample may 
be a trace amount of chemical residue, a container, 

After the Cold War, the U.S. enjoyed about a decade during which the threat of 

nuclear war and other weapons of mass destruction (or psychological mass effect) 

seemed remote. That atmosphere changed dramatically on September 11, 2001. 

Since then, the U.S. has reorganized its government and taken measures to  

protect citizens from chemical, biological, radiological, nuclear, and explosive  

(CBRNE) weapons. 
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a person, an unknown device, a chemical plume, or 
a location that needs to be monitored. The distance 
required for a given standoff technique can vary greatly 
depending on the particular application or Concept of 
Operations (CONOPS). For example, a suitable standoff 
distance may be a few inches for a security screening 
technique, or it may be a few miles or more in some 
types of surveillance. 

Many techniques used in standoff detection tend 
to be optical approaches that rely on collecting 
and analyzing light at various wavelengths in the 
electromagnetic spectrum. The visible part of the 
spectrum provides some degree of insight, but by 
going outside the visible range, it is possible to obtain 
even more information about the subject of interest. 
For example, it may be possible to determine whether 
a surface has been exposed to certain types of 
chemicals or explosives, detect whether a person is 
carrying CBRNE materials under his or her clothing, 
or visualize potential threats through walls.

Standoff techniques may be either active (require the 
viewer to illuminate the scene of interest) or passive 
(use only ambient light as a source of illumination) 
depending on the particular application, and they may 
also use different areas across the electromagnetic 
spectrum. The applicable part of the spectrum depends 
greatly on what the user is trying to detect, and in what 
conditions the measurement is being performed (e.g., 
outdoor vs. indoor, day vs. night, near vs. far, interferences 
present, etc.). For example, the mid-wave infrared 
(MWIR) portion of the spectrum contains signatures 
or fingerprints of many different types of chemical 
compounds, including explosives, chemical warfare 
agents (CWAs), and toxic industrial chemicals (TICs). 

Moving up the spectrum in wavelength to the edge 
of the infrared and microwave regions, the terahertz 
and millimeter-wave (mm-wave) portions of the 

spectrum can offer the ability to image objects through 
many types of materials, including common building 
materials and clothing. The most widely known 
example of imaging in this area of the spectrum is the 
airport portals that use mm-wave imaging to screen 
for potential threats.  

Whether sensors are designed to detect chemical 
compounds, biological samples, biometric signals, 
radiation, explosives, or hidden objects, the ability 
to gather information from as far away as possible 
with the least interaction with the sample or subject 
is often seen as the ultimate game-changer in 
threat detection. It can mean that instead of relying 
on traditional security checkpoints, screening for 
potential threats can be done without impeding 
pedestrian traffic. The ability can also place 
users outside a potential blast radius in defense 
applications, or accommodate covert intelligence 
gathering at a much further distance from the subject 
of interest. Such applications are why standoff 
detection techniques have so much potential and 
why research in this area has garnered tremendous 
interest. However, standoff techniques have not yet 
been fully utilized in the areas where they could have  
a large impact.

Perhaps the reason for this underutilization is 
that implementation of standoff detection systems 
represents a new set of challenges in defining 
requirements and users’ CONOPS. For example, 
do the same trace detection definitions apply? How 
far away is far enough? Are there safety or privacy 
concerns? How can different techniques be fused 
together to offer a potential solution? 

Standoff detection technology will likely continue  
to evolve and could prove to be the ultimate  
game-changer in threat detection applications  
by allowing for capabilities that were previously 
thought impossible.  

Dr. Michael C. Berg is a Member of the Technical Staff in In-Q-Tel’s Physical and Biological Technologies 
Practice, where he manages the Threat Detection theme. Before joining IQT in 2010, Berg worked as a 
researcher for the Army Research Laboratory’s Weapons & Materials Research Directorate, where he focused 
on advanced polymeric gels, shape-memory materials, and biomaterials. Earlier in his career, he served as the 
Chief Technology Officer at Soane Labs, LLC, where he was on the founding teams of several spin-out companies 
which focused on novel uses of polymers and nanotechnology. His industrial experience also includes working 
as a research scientist and process engineer at larger manufacturing companies. Berg holds a B.S. in chemical 
engineering from Virginia Tech and a Ph.D. in chemical engineering from Massachusetts Institute of Technology, 
where he did his thesis work on ultra-thin polymer films for biomedical applications.
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A Look INSIdE: 
STANdoff dETEcTIoN  
By Michael C. Berg

the more precise chemical information provided by a 
Raman detection system. 

Dr. Daniel van der Weide explores the ability of terahertz 
and millimeter-wave technologies to detect concealed 
bulk explosives and other hidden anomalies at a 
standoff distance. Potential innovations in electronic 
short-pulse generation, antenna design, and modulation 
techniques are discussed that could result in improved 
capabilities, including in a handheld form factor.

To explore the potential applications of standoff 
detection, Dr. Stephanie Schuckers and Dr. Ralph 
McGregor address improvements in standoff 
biometrics. In particular, the article focuses on 
different biometric techniques and the challenges that 
arise when trying to perform these measurements 
from a distance. Sensor fusion is discussed as it 
relates to the potential improvement that can be 
realized by incorporating multiple characteristics into 
a biometric system.

In a special Q&A feature with Dr. Anna Tedeschi and 
Thomas Coty, we are given a look inside the mission of 
the Department of Homeland Security Science and 
Technology Directorate, and more specifically, the 
Standoff Detection Program within the Explosives 
Division. Tedeschi and Coty define standoff detection 
as it pertains to their program, and the advancements 
needed to make standoff detection technologies 
applicable to the needs of multiple customers.

Beyond the contributions presented in this issue, there 
are a multitude of standoff detection technologies 
currently in development for a variety of potential 
applications. In particular, the future will likely see 
many sensor fusion approaches that seek to combine 
the advantages of diverse sensing components while 
still presenting the data in a coherent way to the 
analyst or operator.  

The Spring 2012 issue of the IQT Quarterly features 
articles that discuss both the latest developments as 
well as the remaining challenges in standoff detection. 
Many of the authors in the issue refer to the very 
tangible and current security threat of improvised 
explosive devices (IEDs) as they discuss the potential 
value of their technology or research. Others mention 
airports, where passengers are concerned for their 
safety, and yet also disturbed by privacy issues and 
seemingly limitless lines at security terminals. 
Whether the potential threat is on American soil or 
abroad, the motivation to develop advanced and safe 
standoff detection techniques has never been greater.

The issue begins with an article by Dr. Serge 
Olszanskyj, who considers the methods of analyzing 
the data collected by sensor networks. In particular, 
Olszanskyj discusses the big data challenge as it 
relates to multi-sensor networks analyzing human 
behavior. He suggests an automated solution that 
maximizes observation and intuition to turn the 
growing amounts of sensor measurements into 
actionable information for analysts.

Dr. Andrew McGill, Dr. Christopher Kendziora, Dr. 
Robert Furstenberg, and Dr. Michael Papantonakis  
of the U.S. Naval Research Laboratory follow with  
an article that considers eye-safe trace detection  
of explosives from a distance. The authors explain the 
underlying physics behind how the infrared region of the 
electromagnetic spectrum can be utilized to identify the 
chemical signature of explosive compounds. 

Next, Dr. Matthew P. Nelson, Dr. Patrick J. Treado, and 
Steven E. Mitts of ChemImage Corporation explain the 
eye-safe sensor fusion approach developed by their 
team. This approach combines the real-time wide-area 
surveillance of a multi-spectral SWIR detector with  
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Maximizing Behavior Analysis with  
Massive Multi-Sensor Networks
by Serge Olszanskyj

The purpose of sensors is gaining insight, not 
drowning analysts and decision-makers in data.1 
Hiring more analysts is ultimately cost-prohibitive, 
inefficient, and unsustainable. A precise, automated 
solution is needed, but current approaches do not 
adequately scale. The goal of our work at IEM is to 
develop technology and algorithms that effectively 
transform the exponential growth in data streams into 
an asset for analysts, providing automated suggestions 
of future outcomes and behavioral intent.

The ability to provide analysts with a large number 
of data streams that include full motion video (FMV) 
and other data types is closer to the present than the 
future. The wide-area surveillance sensor capability 
of a Gorgon Stare consists of a single 80-megapixel 
image or 10 to 12 separate images and includes an IR 
channel. There are plans to double this capability.2,3 
Military research labs are testing pilots’ abilities to 
manage up to six drones while monitoring 30 to 40 
different information streams, and they anticipate 
greater loads in the future.4 Swarms of quadrotors, 

each with their own sensor suite, are on the horizon.5 
The relatively low cost and small footprints of sensor 
technologies are driving these advancements. What 
becomes relatively expensive is the time and effort 
required to analyze all those parallel data streams 
efficiently, and transform that data into insight.

The rapid increase in sensor availability and 
deployment is strongly related to (and partially due to) 
the recent explosion in inexpensive parallel computing 
hardware. In the 1980s and 1990s, parallel computing 
lived in the hallowed echelons of supercomputer 
enclaves. Now, there are multiple processors 
(along with a parallel computing-capable graphics 
processor) in computers, laptops, and handheld 
devices. Yet, writing software to efficiently harness 
that computing power is a non-trivial task. This 
challenge worried the computing industry so much 
that companies like Intel and Microsoft invested in 
education and software technology to develop better 
parallel computing programmers and tools.6 

The demand for mission-critical, real-time information is exploding in the Intelligence 

Community. With sensors becoming increasingly sophisticated, inexpensive, and 

interconnected, the response to this demand is coming in the form of massive multi-sensor 

networks. While such systems tantalize us with the ever-increasing potential for analytical 

omniscience, the reality is that analysts and decision-makers are overwhelmed by the large 

data sets being generated.
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Similarly, successfully exploiting the emerging 
massive sensor capability is a challenging task in 
which the following questions should be considered:

•  Is the Intelligence Community investing sufficiently 
in sensor exploitation technologies?

•  If an analyst never has a chance to use the data a 
sensor produces, was the sensor worth the expense?

Getting the most out of a network of sensors is similar 
to exploiting parallel processors in one respect: the 
goal is to obtain maximum efficiency from the available 
resources. However, maximum efficiency for the  
multi-sensor analysis problem has two unique 
components: maximum observation and maximum 
intuition. Maximum observation is making the most of 
all the data available. Maximum intuition is obtaining the 
greatest understanding of a situation in the least amount 
of time. Achieving both in a massive multi-sensor 
environment requires creative, cutting-edge solutions.

The private sector is developing many different 
technologies that can be leveraged to build an 
effective solution set. “Big Data,” the concept of 
using sophisticated analysis of large data sets to 
drive decisions, is currently big business.7 Google 
has implemented self-driving cars, demonstrating 
that computers can smoothly sense a real-world 
environment, merge this information with historical 
data (i.e., street maps), and make automated, real-
time decisions in the context of external human 
actions.8 Apple’s Siri combines natural language 
processing, artificial intelligence, statistical modeling, 
and cloud computing to produce a personal assistant 
with a personality on your mobile phone.9 All of these 
advancements could contribute to improving the 
situational awareness capabilities harnessing massive 
multi-sensor data sets.

defining the Mission

Our focus is on maximizing sensor capability to analyze 
human behavior. From this perspective, a sensor could 
include detection and tracking functionality, full motion 
video, and even human intelligence (HUMINT) data 
gathering elements. We do not focus on detecting and 
analyzing physical phenomena, such as plume source 
estimation for a chemical, biological, radiological, or 
nuclear (CBRN) release, as such analysis does not 
include the human element.10 

We have identified two fundamental use cases for 
human behavior analysis with massive multi-sensor 
networks, ascertained from discussions with active 
and retired military analysts. We refer to these use 
cases as Real-Time Surveillance and Analysis (RTSA) 
and Post-Surveillance Data Analysis (PSDA). Both use 
cases can occur in one mission, but most missions fall 
into one category or the other.*

RTSA represents human-in-the-loop analysis of live 
multi-sensory data feeds. RTSA missions typically focus 
on the real-time tracking, monitoring, and intelligence-
gathering of persons or events of interest, or provide 
general “eye in the sky” support to a mission.

PSDA represents the extraction of information from 
recorded sensor data streams after an event of 
interest — for example, mining surveillance video after 
a crime has been committed. This data is typically 
searched for anomalous behavior leading up to the 
time of the event. From this data, detailed context of 
the event is constructed and actors identified.

Both use cases require maximum observation and 
maximum intuition. The use cases primarily differ only 
in how specific technologies are employed.

Maximum observation

To understand the concept of maximum observation 
in a massive multi-sensor context, we start with a 
simple example. Consider a sensor network with 
three simple sensors. Each sensor offers only binary 
(yes/no) output. Then, assume an observation from 
a point in time where two sensors output “yes” and 
one outputs "no." A simple voting algorithm would 
determine the conclusion is “yes,” but this doesn’t give 
a true picture. Why did the one sensor vote “no”? Is it 
a different kind of sensor, with different resolution? 
Is it not geographically co-located to the other two? 
With three sensors, it is straightforward to report the 
details of each one to the analyst. But this solution 
doesn’t scale. What is the solution for 100, 1,000, or 
more sensors, with each producing more complex data 
than simple binary output?

Consider this problem from the analyst's point of view. 
What does an analyst really need to see from a sensor 
network? With a sensor network so large, it will not be 
feasible for an analyst to examine the data stream from 
every sensor. There must be a higher-order interface 

*   When we speak of the role of the analyst we are also including the role of the decision maker. We realize that in many organizations, those 
roles may be held by separate individuals.
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present — a layer (e.g., software and algorithms) 
between the analyst and sensors. What does this 
software layer need to accomplish for the analyst to 
achieve maximum observation and maximum intuition?

To achieve maximum observation, the input data 
stream must be fused into a format that the analyst 
can easily ingest. There are a number of multivariate 
data visualization techniques that would work for 
sensor networks:

• Spatial (e.g., geographical map display)
• Hierarchical (e.g., collapsible trees or graphs)
• Temporal (e.g., timelines)
•  Some combination of spatial, hierarchical,  

and temporal11 

Organizing input data streams in these ways saves 
the analyst time by providing a high-level view, but 
with detailed access to individual pieces when needed. 
These are good (and necessary) approaches to 
maximum observation. However, while this solution 
scales in the presence of many sensor inputs, it will 
not easily scale in all cases. For example, how does 
one organize and present 100 FMV data streams?

Maximum Intuition

Naturally, if we move some of the decision-making to 
the computer, allowing it to decide what information 
is important and what isn’t, and present only the 
“important” data to the analyst, we can significantly 
streamline the input to the analyst. This is the realm 
of classification, queries, dimensionality reduction, 
and other data mining techniques.12 Such technologies 
are important parts of any software layer designed to 
assist the analyst. The fundamental drawback to these 
approaches is that they require the analyst to supply 
the system with a hint (e.g., a keyword or image) to 
initiate the interpretation of the data.

The problem, of course, is that analysis does not 
always work that way. A priori knowledge of what 

to look for is often not available. Sometimes a 
“person of interest” is not interesting until she/
he has done something that might be considered 
unusual. Sometimes it is not what happens that raises 
concern, but what does not happen. How do you query 
the concept of “not fitting a pattern I do not know 
beforehand”? These problems can only really be solved 
by immersing the analyst in situ in the space and time 
of interest to sense when something is amiss.

This is the crux of achieving maximum intuition —  
“the power to see the invisible.”13 The ideal for 
a sensor network is to completely automate the 
analysis. The software layer would function as the 
“brain” for the network that would analyze the data 
autonomously, determine the context and meaning of 
the situation, and report or even act on the analyses. 
This is the ideal, but it is not imminently practical. 
More realistic is to plan for the software layer to assist, 
not replace, the analyst. For this to work, the analyst 
would have to give up some tasks to the computer. Of 
course, there are some tedious tasks that analysts 
will happily give up if a computer will do it for them. 
Some tasks that involve a little more thought, intuition, 
or on-the-job experience may not be so easy to 
relinquish. The software layer will have to earn the 
trust of the analyst for that to happen.

There are a number of methods that can give the 
software layer some intuition skills, such as object 
identification through training sets14 and stochastic 
methods.15 While these approaches are assets, it is not 
clear if they can adapt quickly enough to be practical. 
In an asymmetric, human behavior-based threat 
space, the antagonists may adjust their methods in 
response to evolving analytical techniques. Thus, what 
works today may not work tomorrow, and the software 
layer has to adapt to help the analyst stay ahead. 

Ironically, another important dimension to maximum 
intuition is the ability to handle “nothing” efficiently. 
In many missions, “no activity of interest” occurs far 

What works today may not work 

tomorrow, and the software layer 

has to adapt to help the analyst 

stay ahead.
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more often than critical events. Much of the current 
research focuses on finding events of interest, but does 
not examine how to improve the analyst’s efficiency 
when there are no events of interest. Systems that tend 
to self-monitor, filter, and provide high-level alarms 
are a typical way to handle this problem, but these 
approaches leave out important insight.16 Data streams 
deemed non-interesting by automated tools may 
very well provide important context that improves the 
analyst’s overall situational awareness. In these cases, 
can a system provide maximum intuition and still allow 
an analyst to turn his or her attention to another task 
during lulls in the mission?

The software layer will not only have to learn, it 
will have to learn on-the-fly and adapt. Maximum 
observation then becomes maximum situational 
awareness for both the analyst and the software  
layer. Maximum intuition occurs with both analyst  
and computer developing and exchanging insight in 
real-time, adaptively.

conclusion

Given the evolving technological advancements in 
sensors, taking full advantage of their capabilities 
without overwhelming analysts is a critical problem. 
In particular, we consider the problem of human 
behavior analysis with massive multi-sensor networks. 
Traditional approaches of data visualization, data 
mining, and probabilistic models are key components 
in the analyst’s tool box, but they may not scale 
gracefully in the presence of massive, multimedia data 
sets. Our key focus areas are adaptive intuition in the 
presence of evolving situational awareness without 
prior insight and the appropriate handling of large 
blocks of data that are sparse in critical events. The 
goal is to elevate the automation assistance for the 
analyst from a data stream level to an intuition level. To 
that end, IEM is developing a robust software layer that 
provides maximum observation and maximum intuition 
with the ability to suggest intent with precision, in a 
form that is efficient, adaptive, and trustworthy.  

Dr. Serge Olszanskyj is a Computational Scientist at IEM with a Ph.D. from Cornell University and a B.A. from 
Dartmouth College, both in the fields of Electrical and Computer Engineering. He has worked in the industry on high-
performance parallel computing, atmospheric dispersion models, active noise control, flight simulators, virtual reality 
military trainers, and quantitative risk models. He is the co-author of a patent in synthetic environment generation.
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Understand the Source

IEDs may be fashioned from a variety of chemicals 
encased in many types of containers. They can also be 
quite simply adapted from ordnance stock. Common 
materials used in explosives include nitro compounds, 
nitrate esters, nitramines, peroxides, and inorganic 
salts. The nitro compounds, nitrate esters, nitramines, 
and peroxides are explosives in their own right, while 
most of the inorganic salts are oxidizers that must be 
coupled with a fuel source to produce a binary explosive. 
Other additives may also be present depending on the 
desired physical properties of the IED.  

Most explosives and related materials are solids and 
usually produced in particulate form. Any substrate 
that comes into contact with these materials will 

INfRAREd APPRoAchES foR  
STANdoff dETEcTIoN of ExPLoSIVES 
By R. Andrew McGill, Christopher A. Kendziora, Robert Furstenberg, and Michael Papantonakis

In order to detect trace or residue amounts of explosives*,  traditional approaches and 
technologies have included canines and removal of surface-bound material for analysis 
in a separate detection system. However, in the age of improvised explosive devices 
(IEDs) and suicide bombers, it is desirable to perform trace/residue detections at a 
distance for safety and stealth. One way to achieve distance between the detection 
system and the substrate of interest is to employ an all-optical approach.

IEd Threat

The asymmetric threat provided by IEDs has been 
shown to be effective against U.S. forces and their 
allies.1 As a result, IEDs and the need for counter-
IED (CIED) technologies are unlikely to wane in the 
shadows of the wars in Iraq and Afghanistan. In order 
to support CIED activities, explosives detection is an 
important measure to be taken prior to IED detonation, 
or “left of boom.” This allows for the monitoring of 
activities related to the transport of raw IED materials, 
fabrication of IEDs, and transport or emplacement of 
IEDs.2 By targeting left of boom IED activities, trace/
residue detection provides the opportunity to identify 
vehicles, people, possessions, buildings, and materials 
associated with IEDs, all of which can help degrade 
the IED “network.”

* As a rule of thumb, a trace quantity of explosive is not visible to the naked eye whereas a residue amount is.
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become contaminated with trace or residue amounts 
of them. People, possessions, property, vehicles, and 
IEDs themselves may be contaminated with explosives 
or related materials during transport, manufacturing, 
or emplacement. The particulate contamination 
typically exhibits a low vapor pressure with a residence 
time of days, weeks, or longer depending on the materials 
involved, particulate size, and ambient conditions. 

Infrared Light and  
Molecular Spectroscopy

Infrared (IR) light is in the same frequency range 
as the characteristic vibrations that occur between 
bonded atoms or groups in a molecule. In molecular 
spectroscopy, the pattern of transmission, absorption, 
or reflection at different IR frequencies for an unknown 
molecular species is compared with a known database 
for chemical identification.

The IR portion of the electromagnetic spectrum is 
usually divided into three regions: the short-wave 
(SWIR), mid-wave (MWIR), and long-wave (LWIR). The 
higher-energy SWIR wavelength, approximately 0.8–2 
μm, can excite overtone or harmonic vibrations. The 
MWIR, approximately 2–12 μm, may be used to study 
the fundamental vibrations. The LWIR, approximately 
12–1000 μm, has low energy and may be used for 
rotational spectroscopy. Each type of explosive or 
chemical has a unique IR spectrum, just as a fingerprint 
is unique to each person. In Figure 1, the MWIR 
transmission spectra of humid air, ammonium nitrate, 

TNT, and RDX are compared to illustrate how explosives 
can be identified by looking for unique and common 
features associated with explosives as well as gaps to 
pass IR light between the water bands of humid air. 

Eye Safety 

For standoff detection applications in the presence 
of people, eye safety is a critical consideration of 
active optical approaches. The American National 
Standards Institute (ANSI) standard for eye-safe light 
intensity (energy/area) is a complicated function 
of wavelength and duration. Particularly for long 
duration illumination, the standard heavily favors 
IR wavelengths longer than 1500nm (1.5 μm). The 
standard permits 1000 times higher intensity (100mW/
cm2) in the IR than at visible wavelengths. This is 
medically determined by the fact that IR is absorbed 
in the eye before reaching the retina. Eye safety is a 
prime motivation for IR approaches and distinguishes 
them from higher fluence optical techniques such as 
Laser Induced Breakdown Spectroscopy (LIBS) and 
Raman, which primarily operate in the visible (400-700 
nm) and NIR (700-1100nm). 

Standoff detection Technologies  
with MWIR and SWIR Light

Passive and Active Techniques  
“Passive” standoff IR techniques utilize ambient light 
as a broadband source to bathe a substrate of interest. 

Figure 1  |  Infrared transmission spectra for  
humid air, ammonium nitrate (AN), TNT, and RDX.
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Material classes Example Material – common 
Name/chemical Name

Nitro compounds TNT/2,4,6-Trinitrotoluene

Nitrate esters Nitroglycerin

Nitramines RDX/1,3,5-Trinitro-1,3, 
5-triazacyclohexane

Peroxides TATP/Triacetonetriperoxide

Inorganic Salts:

    Salts of Nitric acid AN/Ammonium Nitrate 

    Salts of Chloric acid Potassium Chlorate 

    Salts of Perchloric acid Ammonium Perchlorate   

Fuels (as liquid or powder) FO/Fuel Oil; Sugar; Flour;  
C/Charcoal; AL/Aluminum

Table 1  |  Example Explosives and Related Materials
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“Active” standoff IR techniques incorporate an artificial 
light source which is directed at a substrate of interest. 
Passive techniques typically cover a wider interrogation 
area, but they are inherently less sensitive and selective 
compared to an active detection approach.

For active techniques, the intensity of the molecular 
spectrum signals can be enhanced by increasing the 
power of the IR light source. The light source output is 
typically monochromatic, but can be scanned through 
different wavelengths to examine different molecular 
features. Reflected or emitted light returned to a 
detector is then examined. Active techniques can 
take advantage of a range of IR light sources, with the 
interrogation area being limited by the illumination 
coverage at the target. 

Passive Standoff detection 
Passive IR imaging, shown in Figure 2a, involves 
measuring reflectance off the target surface with 
the aid of naturally occurring light (sun, skyshine, 
etc.), either in a hyperspectral (many wavelengths) 
or multispectral (few wavelengths) modality. It works 
by collecting multiple images through a series of 
filters (or by some other means of separating the 
incoming scene information into spectral components) 
and applying a chemometric algorithm. The main 
advantages of these techniques are the simplicity of 
the instrumentation and the ability to perform wide-
area imaging. Without the signal amplification that 
comes with “active” techniques, passive detection 
typically does not work indoors and is less suited for 
trace level detections. However, at higher levels it can 
be sensibly operated outdoors.3 

Active Standoff detection

a) Backscatter Laser Spectroscopy 
Backscatter laser spectroscopy, shown in Figure 2b, is 
a form of active standoff detection that involves shining 
a laser beam onto a target and measuring the amount 
of laser light that reflects back to the detector. The 
Fraunhofer Institute has used tunable QCLs scanning 
from 7-8 μm to access the main characteristic 
vibration modes of nitrogen-based explosives.4 As the 
laser tunes across its range, the change in reflectance 
off the sample is the main signal input for the 
detection algorithm. This group reported successful 
detection of TNT and PETN at sample loadings from 

20 and 200 μg/cm2 at a standoff distance of 2 meters 
on aluminum substrates and car panels. They also 
observed a change in spectral shapes as a function 
of substrate material (aluminum vs. car panel), which 
presents a challenge without prior knowledge of the 
substrate. The main advantage of this technique is 
its high speed of detection and relative simplicity of 
the instrumentation which would make it fieldable, 
perhaps even in a handheld form.

b) Photothermal Infrared Imaging Spectroscopy  
A form of IR spectroscopy, Photothermal Infrared 
Imaging Spectroscopy (PT-IRIS), shown in Figure 
2c, has been developed at the Naval Research 
Laboratory5 (NRL) and demonstrated for standoff 
or proximity detection applications.6,7 This approach 
employs QCLs to illuminate a sample surface with one 
or more wavelengths, which are selectively absorbed 
by analytes of interest. With eye-safe QCL power 
levels, this method results in modest selective heating  
(1-2 °C) of particulate explosives within a few 
milliseconds, which can be readily monitored at video 
frame rates on commercial IR cameras. Utilizing 
compact QCL light sources and an IR focal plane 
array to image the illuminated area, a portable, 
fieldable system design can be realized. A schematic 

Figure 2  |  Approaches for Detection of Surface-bound Explosives with 
Passive & Active IR Techniques. The black dots represent particles of 
explosives deposited on a substrate surface.
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showing the principle of operation for PT-IRIS is 
shown in Figure 3. 

The sensitivity and selectivity of PT-IRIS are derived 
from combinations of four fundamental parameters: 
1)  The incident laser wavelength can be tuned on/off 

absorption bands for analytes of interest.
2)  The collected photothermal light can be filtered  

to contrast the emissivity spectral features. 
3)  The spatial imaging capability can be exploited by 

comparing pixels within the scene to determine 
which areas contain explosives. 

 4)  The time dependent heating/cooling rate can be 
analyzed during or after the laser pulse to enhance 
the surface/substrate thermal contrast.8 

PT-IRIS exhibits sensitivity to trace particles of 
explosives, selectivity between similar explosives, 
and standoff capabilities of at least 30 meters when 
operated within eye-safe intensities. 

Laser Trace Vaporization for  
Non-contact Sample Retrieval/Instant 
Plume Generation

In addition to detecting solid particles of explosives on 
a surface with IR light, the intensity of the light source 
may be increased to heat the explosive sufficiently 
to vaporize it, creating a vapor plume.9 This may be 
used to generate an instantaneous plume, which can 
be interrogated directly by a second light source or 
captured by gas sampling for confirmatory analysis. 
Recently, a Laser Trace Vaporization (LTV) technique 
has been developed at the NRL (see Figure 2d), 
which utilizes a QCL to resonantly couple IR light to 
explosives on a surface. This allows the particles to 
be instantaneously vaporized without decomposition 
to form a momentary high-concentration plume 
suitable for various detection applications. Verification 
of augmented vapor signatures in this work was 
accomplished with an ion mobility spectrometer 
(IMS).10 By optimizing various QCL parameters, LTV 
can be controlled to completely vaporize the explosive 
material without damaging the underlying substrate. 

Summary 

Active and passive infrared standoff techniques have 
been developed in the MWIR and SWIR regions for the 
detection of trace and residue quantities of explosives 
as solid particulates on a variety of substrates. The 
active IR detection techniques are effective under  
eye-safe conditions and are largely unaffected by 
night or day ambient conditions. Compact IR QCL light 
sources and IR imaging cameras offer a path for active 
detection systems with a small footprint for static or 
portable applications. Initial capabilities with PT-IRIS 
and backscatter techniques show promise in the tens 
of meters in standoff range up to about 100 meters 
with relevant trace detection sensitivities to explosives 
of interest with detection signal kinetics measured at 
video frame rates. Passive SWIR- and MWIR-based 
detection technologies have been developed that 
can image wide areas. A logical combination of eye-
safe technologies would be to fuse passive and active 
detection systems where the passive approach is used 
to cue the active sensor for confirmatory analysis.  

Figure 3  |  PT-IRIS schematic: An IR laser (QCL) 
illuminates a sample surface at standoff. The thermal 
signal from the surface is imaged using an MWIR 
camera. In the lower panel, the stenciled samples of 
TNT and RDX provide a strong photothermal signal for 
the letters T, N and R, D respectively.
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surveillance multi-spectral sensor. A key attribute 
of the ESFD sensor is that it can be operated in an 
eye-safe configuration. In addition to detection and 
identification of explosive threats, this sensor can 
be used for the standoff detection of chemical and 
biological materials. 

how It Works

For optimal detection, the ESFD sensor combines 
wide-area surveillance imaging, Raman hyperspectral 
imaging, and long-wave infrared (LWIR) imaging. 
Alone, each of these techniques has limitations, but 
by developing a sensor fusion platform, ChemImage 
has been able to greatly improve overall system 
performance. The wide-area surveillance sensor 
uses a multispectral approach that allows detection 
as a cueing sensor while the Raman sensor provides 
confirmation of threat material. LWIR provides a 
biometric monitoring capability that automatically 
turns off the laser system when a human presence is 
detected, prior to coming into contact with the laser 
beam where the sample is being evaluated. 

ChemImage has developed innovative human object 
imaging and tracking algorithms to prevent injury 

One of the greatest threats U.S. troops 
face today is the improvised explosive 
device (IED), usually hidden on roadsides 
or in vehicles and made from inexpensive, 
crude materials. In fact, nearly 90 percent 
of casualties to U.S. troops on foot patrol 
are caused by these crude bombs. Troops 
in Afghanistan are faced with “more than 
500 IED events each month."1 The ability 
to detect and confirm the presence of 
explosive materials from a safe distance 
has the potential to save the lives of 
soldiers and civilians. 

As a result of the need for standoff detection, the U.S. 
Department of Defense has funded the development 
of products that enable troops to perform wide-area 
surveillance of roads ahead, incoming vehicles at a 
check point, or items of interest in villages. While 
a number of technologies have been developed to 
perform wide-area surveillance and locate potential 
threats, confirmation of a real explosive threat must 
also be done in a standoff manner in order to keep 
troops safe. Historically, confirmatory techniques have 
required physical contact, significant time for analysis, 
destruction of the original sample, or lasers that are 
unsafe for use near people. 

From numerous field tests and government-
managed blind trials, it is clear that one sensor 
technology operating alone is insufficient for both 
real-time wide-area surveillance and high accuracy 
confirmation. As a result, ChemImage has developed 
an Eye-Safe Standoff Fusion Detection (ESFD) 
Sensor under contract with the U.S. Army Research 
Office (ARO) and in coordination with the U.S. Army 
Research Laboratory Weapons & Materials Research 
Directorate (ARL-WMRD). The ESFD sensor combines 
a Raman-based standoff detector with a wide-area 

EYE-SAfE STANdoff fUSIoN dETEcTIoN  
of cBE ThREATS 
By Matthew P. Nelson, Patrick J. Treado, and Steven E. Mitts

1   Pincus, Walter. "Pentagon program to limit the threat of roadside bombs faces budget cut." 10 December 2011. Washington Post. 
Retrieved on 23 January 2012. http://www.washingtonpost.com/world/national-security/pentagon-program-to-limit-the-threat-of-
roadside-bombs-faces-budget-cut/2011/12/08/gIQAEQ5VlO_story.html
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to humans who are approaching or have already 
breached the eye hazard zone. The system uses a UV 
laser that produces high Raman signal, yet is much 
safer to the eye than visible lasers. The technology 
employs an optical design that minimizes the eye 
hazard zone around the focal point of the laser. LWIR 
imaging is used in combination with the human object 
tracking to first detect heat signatures, among other 
characteristics indicating human presence, and shut 
the laser off if a human is detected. 

In consultation with ARL-WMRD and other agencies, 
ChemImage developed the concept of operations 
(CONOPS) and system requirements to address use 
for Route Reconnaissance and Route Clearance (RR/
RC) teams as well as Entry Control Point and Hasty 
Checkpoint (ECP/HCP) teams.

The RR/RC teams would deploy the ESFD sensor in a 
remote, wireless configuration to perform wide-area 
surveillance capabilities while driving. If a potential 
threat were identified with the wide-area surveillance 
sensor, the vehicle would stop and the eye-safe Raman 
confirmation sensor would be utilized. Once complete, 
the confirmation sensor would be disengaged, and 
a detection report would be generated to reveal the 
presence or absence of a threat.

The ESFD sensor could also be used by soldiers 
manning an ECP/HCP site such as at a border 
crossing. The sensor would again be used in wide- 
area surveillance mode to passively scan a vehicle 
or person for possible explosives or other potential 
threats. If the personnel caused an alarm in the ESFD 
sensor, they would be detained and questioned. If a 
vehicle triggered an alarm, it would initiate the Raman 
confirmation mode of the ESFD sensor. Based on 
Tactics, Techniques, & Procedures (TTPs) and alarms 
generated, the soldiers would detain and segregate 
the vehicle/personnel as needed.

Selecting Eye-Safe Sensing Technologies

ChemImage conducted an eye-safe technologies trade 
study to evaluate candidate technologies for eye-safe, 
standoff detection of explosive residues. Trade space 
considerations included an evaluation of alternate 
laser wavelengths, optical design, and object imaging 
and tracking methodologies. Key findings from this 
study suggest promising standoff fusion sensor 
configurations for RR/RC and ECP CONOPS, including 
the fusion of Raman hyperspectral imaging and 
wide-area surveillance sensing modalities along with 

motion sensors and LWIR imaging sensors for human 
object imaging and tracking.

In the ESFD project, lower human light exposure and 
eye-safe sensor operation was achieved using a 355 
nm pulsed laser, wide-area targeting, and telescope 
delivery that defocused the laser beam. Additionally, 
motion sensors and LWIR area surveillance were 
connected to a laser kill switch. The real-time object 
imaging and tracking technology detected and 
responded to the presence of humans entering the 
“keep-out zone” and moving toward the area where 
contact with the laser was no longer safe, called the 
nominal optical hazard distance (NOHD) zone.

Figure 1 shows a conceptual schematic associated with 
the NOHDs of a perfect reflector at various standoff 
distances and the response distances associated with a 
sensor monitoring a 46 degree field of view. The NOHD 
zone was defined around the target assuming that a 
laser beam will reflect off an “ideal” mirror. NOHD 
zone protection requirements were calculated based 
on the new hardware extending the maximum standoff 
distance to 100 m.

Real-Time object Image and Tracking 

Based on the trade study results, ChemImage 
selected LWIR technology (approximately 8-13 μm) for 
human object imaging and tracking purposes. LWIR 
cameras are low-cost, mature, and robust tools with 
low measurement noise and do not require external 
cooling, which is important in the desert conditions 
for which the system could be used. Strict real-
time requirements mandate that the people tracker 
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approaching, and random). A total of 126 LWIR video 
sequences were collected, including six sequences 
featuring concealed people in burqas and seven 
sequences with children ages four to seven. 

Building and factory Testing of a fully 
Integrated Eye-Safe fusion Sensor

ChemImage developed the design for the Raman and 
wide-area surveillance subsystems associated with the 
ESFD sensor. The sensor system was designed with the 
intent of modularity so that the wide-area surveillance, 
PDTA system, and the confirmation systems could be 
separated into individual sub-systems.

The confirmation subsystem factory testing focused 
on assessing the Raman imaging and spectral 
performance associated with the new optical design, 
as well as the effectiveness of the PDTA laser safety 
mechanism. In addition, a series of tests were 
conducted on the wide-area surveillance subsystem 
to assess its physical, electronic illumination, 
and imaging properties, as well as its target and 
calibration accuracy.

Testing of the system disarm mechanism was 
conducted to determine the time required to close 
the laser shutter after detecting a human at 25 m 
away from a target. A microsecond precision LED 
clock was set in the background and a high-resolution 
video camera enabled synchronization of sensor 
detection and human subject movement. In this test, 
the PDTA software successfully detected people and 
subsequently disabled the Raman laser within 0.85 
seconds. Similar tests were conducted for the close 
proximity motion sensors at a 10 m range. In these 
tests, the laser was disabled in 1.86 seconds without 
false alarms. 

The final portion of factory testing involved verification 
of the theoretical NOHD zone calculations. The 
NOHD zone was defined around the target assuming 
a laser beam would reflect off an “ideal” mirror. The 
laser was focused at 30 m and the laser power was 
measured to support theoretical NOHD calculations 
at various distances in 5 m increments. Laser power 
was plotted as a function of distance and a NOHD of 
7.1 m was determined — a value that is consistent 
with theoretical calculations.

field Testing of an Eye-Safe Sensor

ChemImage tested sensor performance in outdoor 
environments, assessed capabilities of the wide-area 
surveillance and confirmation subsystems, and tested 

Figure 2  |  Multiple people wearing heavy clothing successfully 
detected in the scene by the ESFD sensor.

completes all processing within a 33 ms time interval 
(for the 30 Hz frame rate).

ChemImage developed a “people detection and 
tracking algorithm” (PDTA), which has three phases: 
detect, track, and classify. The PDTA algorithm uses 
a binary classifier: every tracked object is declared to 
be of class “person” or “not person.” Common causes 
of confusion include moving vehicles, wildlife, and 
swaying background foliage.

Usually, an object has to occupy a certain number 
of pixels for it to be reliably classified as human. 
The original classifier failed at ranges beyond 50 m 
because there were too few pixels to define a human. 
ChemImage aimed to provide a robust capability for 
recognizing people in real-time with performance 
goals of detection probability at 95 percent and a 
false alarm rate of one false alarm per minute at a 
distance of up to 120 m. To meet this requirement, 
ChemImage utilized a higher resolution camera and 
allowed enough time to perform people recognition 
at a 100 m standoff distance. Switching to the higher 
resolution imager led to a greatly improved detection 
performance with the existing PDTA software.

Three separate data collection efforts were conducted 
to enable development of the PDTA software and 
provide additional training sets for the classifier. 
Multiple indoor sequences were collected at 
ChemImage’s test range at 10 to 60 m distances. 
Outdoor data, collected at ranges of up to 120 m, was 
collected in a public park in the presence of nuisance 
alarm sources (wildlife, moving foliage, etc.). The data 
was collected at a variety of ranges (10 to 120 m), 
speeds, and trajectories (horizontal, vertical, diagonal, 
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the robustness of human detection. Figure 2 shows 
representative people tracking results associated with 
successful, simultaneous detection of multiple people. 
In this experiment, multiple people wearing heavy 
clothing were successfully detected in the scene. Figure 
3 shows targets composed of explosive mixture residues 
successfully detected by wide-area surveillance and 
confirmed by Raman imaging. The figure shows Raman 
chemical images and average spectra of a mixture of 
two explosive compounds on a car door. By combining 
the analytical information embedded in the multiple 
sensors through data fusion, the ESFD sensor has 
successfully demonstrated the improved detection 
capabilities that this approach facilitates.

The ESFD sensor shows promise in fulfilling the need 
for troops to proactively and safely detect and confirm 
the presence of explosive threats. Though additional 
testing and development work is needed, the program 
has demonstrated that information gathered through 
the fusion of multiple sensors provides a more 
comprehensive ability to detect explosive substances 
than any individual sensor alone.  

Figure 3  |  Top: Raman chemical images. Bottom: Average spectra of a 
mixture of two HME compounds on a car door.
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Sensing concealed 
Threats At A 
distance: Where  
do We Stand?   
By Daniel van der Weide

modulation techniques, can yield a new handheld 
format for screening.

Electromagnetic Techniques

Electromagnetic fields and waves are both used  
for screening. Magnetic fields, such as those used  
in magnetometers (handheld and portable), are 
quasi-static — they don’t propagate — and so the 
screening is done at close range. Perturbation of the 
magnetic field will raise an alarm announcing the 
presence of a metallic object within the field. A 
dielectric threat, like a plastic explosive or gun,  
will not set off a magnetometer.

Electromagnetic waves, whether radio waves, 
microwaves, or even x-rays, do propagate, and so can 
interact with a subject and be reflected or scattered, 
perhaps indicating the presence of a concealed threat. 
Backscattered x-rays at low doses are now being used 
for passenger screening despite persistent concerns 
about effects on human health, not to mention cost 

Enabling front-line personnel to interactively screen 
people with handheld instruments such as a 
magnetometer (metal detector) enables a beneficial 
cross-product of human intelligence and technological 
insight. However, handheld magnetometer wands have 
significant limitations, both in standoff range and in the 
types of materials detected. Expanding the capability of 
a handheld sensor to non-metallics and further 
extending the standoff distance would result in 
significant improvements in the state of screening. This 
article describes an emerging system being designed 
by Tera-X that meets the criteria for expanding the 
range and flexibility of screening: a compact, 
wideband, active illuminator and detector that can 
access a range of the electromagnetic spectrum 
beyond 100 GHz, in which dielectric contrast between 
skin and concealed threats is usable, yet spatial 
resolution is sufficient for distinguishing features. 

Advancements in electronic short-pulse generation 
and detection, combined with innovative antennas and 

Concealed threats, such as explosives and weapons, have become a pervasive concern 

in both military and civilian settings. Detection of improvised explosive devices (IEDs), 

bombs concealed under clothing, guns carried into schools, and even smuggled illicit 

substances continuously draws on the skills and creativity of the security community, 

while pervasive passenger screening at airports tests the patience of the public. A 

comprehensive approach to mitigating these threats will involve solutions from the 

intelligence, psychology, and technology communities.
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and size.1 At much lower photon energies, millimeter-
wave technology has also been deployed for 
holographic imaging to sense concealed threats.2 

Strongly overlapping the millimeter (and 
submillimeter) wave frequency spectrum is a  
broader portion of the electromagnetic spectrum 
called the terahertz (THz) band, sometimes defined  
as 0.1-10 THz. Terahertz technologies have gained 
traction in the past 20 years in applications that 
include security screening, though there have been 
substantial challenges.3 

As is noted on the website of Zomega Terahertz 
Corporation, “THz waves have low photon energies  
(1 THz = 4.1 meV), one million times weaker than 
x-rays, and will not cause harmful photoionization in 
biological tissues.”4 Indeed, THz radiation has been 
explored not only for security,5 but for many other 
purposes, including medical imaging.6

While THz technologies usually rely on pulsed lasers  
to create energies in the THz regime, millimeter-waves 
can be generated by electronics. Still, companies  
like Zomega have made impressive advances in 
shrinking their form factors to handheld dimensions 
for single-point identification of different chemical 
targets (e.g., the micro-Z Handheld THz TDS).7

Narrowband vs. Wideband

Today’s deployed millimeter-wave imagers reveal high 
levels of anatomical detail because they often use 
interferometry with single-frequency continuous-wave 
(CW) illumination and detection. This narrowband 
approach is efficient and enables high signal-to-noise 
ratios (SNRs) for rapid image formation. The CW nature 
of the illumination, however, limits the scope of contrast 
that can be achieved with any given threat; it is 
analogous to seeing in monochrome. To compensate, 
the higher spatial resolution of a holographic scanner 
can reveal the presence of concealed objects, not so 
much by dielectric contrast against the skin as by 
tomographic contrast.

Wideband illumination is much more like seeing in 
full color; contrast is available between “skin” and 
"not-skin," so constraints on spatial resolution can  
be relaxed. This in turn results in a blockier, more 

pixelated "image," and in the extreme of being 
implemented in a wand format, would simply register 
whether the device’s antenna was seeing skin 
(through clothing) or whether there was something 
else interposed. 

The challenges of wideband illumination and detection  
are numerous. However, making antennas that radiate 
and detect wideband electromagnetic waves is more 
difficult, particularly if several-meter standoff 
distances are desired. Generating and detecting these 
waves is usually less efficient than CW illumination, 
and artifacts arising from standing waves (room 
reflections, for example) can contaminate the image 
and confuse the system.

Passive vs. Active

One route toward mitigating the effects of standing 
waves is to use passive illumination: the inherent 
(thermal) contrast between the subject and the cold 
sky. Of course, this approach is only suitable for 
outdoor use, but it does take advantage of ambient 
energy and circumvents the challenge of active 
illumination, akin to using natural lighting instead of  
a flash. Like a camera flash, active illumination runs  
the risk of harshly lighting the subject (i.e., standing 
waves from quasi-coherent illumination can give 
contrast that results from constructive and destructive 
interference of the illuminating waves, not contrast 
resulting from skin and not-skin).

coherent vs. Incoherent

Incoherent illumination, whether active or passive,  
can mitigate the effects of standing waves. This is 
analogous to using a light bulb versus a laser pointer 
to light a room. The familiar visual sensation of laser 
speckle when a laser pointer is used in a darkened 
room is the result of standing waves from the coherent 
laser. Incoherent and diffuse millimeter-wave 
illumination for screening is difficult to achieve, 
particularly if it is active (i.e., generated explicitly for 
illuminating the subject). Furthermore, detection of 
such incoherent illumination is fundamentally limited 
to sensitivities less than those achievable by coherent 
sources and detectors due to the wider bandwidths of 
the incoherent detectors, which emit more noise than 
their coherent counterparts.
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coherent Illumination and detection

Accessing useful dielectric contrast with multi-meter 
standoff to reveal concealed threats, therefore, would  
be enhanced by wideband illumination of the subject, 
whether emitted from a scanning wand for close-up use 
or from a more sophisticated handheld “radar gun." 
Although the spatial resolution from this wideband, 
non-holographic approach would be limited, it could be 
combined with a video overlay to enable a human 
operator to locate the source of anomalous contrast 
and gain insight into potential concealed threats.

Overcoming the harshness of coherent illumination 
and detection, particularly with wideband sources and 
detectors, is a significant challenge. For example, 
emitting short pulses of electromagnetic radiation 
gives wideband illumination, but to gain power, these 
pulses must occur at high repetition rates. The faster 
the pulse rate, the shorter the time between each 
successive pulse, resulting in range ambiguity. For 
example, a repetition rate of 1 GHz results in range 
ambiguity of ~15 cm due to the roundtrip from source 
to target and back. Slowing the pulse repetition rate 
reduces the power into the air, requiring longer 
averaging times, thus slower images.

Wideband Sensing

To address the need for screening solutions that 
overcome these limitations, we have been developing 
short-pulse electronic circuits and wideband antennas 
that also employ unique modulation to surmount the 
problems with range ambiguity while enabling high 

pulse repetition rates for useful SNR. These circuits are 
nonlinear transmission lines that generate picosecond 
pulses from CW microwave inputs. Their outputs have 
frequency content well above 100 GHz for desirable 
skin/not-skin contrast, yet their emitted power is 
spread over hundreds of frequencies so that it appears 
as background noise to any other detector. The power  
is also below that of biological consequence.

Significant technical advances being pursued include 
dual-polarized wideband antennas that enable 
polarization modulation of short baseband pulses by 
interfering two identical sources with pseudo-random 
bit stream (PRBS) coded temporal or phase offsets in 
their timebases, essentially allowing arbitrarily fast 
pulse repetition rates (for higher power into the air 
and thus higher SNR) yet very low modulation 
envelope rates to reduce range ambiguity, as shown in 
Figure 1. These antennas are not metal, but rather 
metallized polymers, enabling both lightweight and 
complex geometries needed to achieve wideband 
emission with polarization modulation. Furthermore, 
these antennas can readily be realized in arrays. 
Fundamental improvements have also been made in 
the pulsing circuits through fabrication techniques 
that minimize the material surrounding the nonlinear 
transmission lines while improving the electrical 
conductivity of the lines.

Nonlinear transmission lines (NLTLs) input multi-volt 
amplitude signals, usually at microwave frequencies, 
and transform them into pulses with very short (~1 
picosecond) transitions, having frequency content into 
the several hundreds of GHz, and even THz. They are 
the fastest electronic circuits produced.8 NLTLs are 
realized primarily on GaAs using Schottky diodes; such 
diodes are also used to build waveform sampling 
gates that are strobed themselves with NLTLs, and can 
be used for coherent measurement of the radiation 
reflected from targets.

Higher-order correlation receiver architectures enable 
detection of the polarization modulated signals; for 
example, Figure 2 shows 10 dB contrast (or processing 
gain) of the system described above as it scans for a 
polarized target using the correct modulation code 
(blue) vs. an incorrect one (green). Figure 3 applies the 
correct code, but rotates the polarized target, also 
showing 10 dB contrast. 

Figure 1  |   Polarization-modulated transmitter architecture;  
ƒpr = pulse rate; PRBS = pseudo-random bit stream; NLTL = nonlinear 
transmission line (pulse generator).
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figure 2  |  Measurements from a target using different 
PRBS codes for correlation indicate processing gain.

figure 3  |  Measurements from a rotating polarized 
target, indicating polarization sensitivity.

While we can now resolve various polarizations and 
therefore locate a target even with high-rate pulsed 
sources, we must also be able to spatially resolve the 
target. Theoretically, using the diffraction limit as our 
guide, with 300 GHz radiation we could use a 33 cm 
aperture to resolve:

• 2.5 cm features at 8 m standoff 
• 6 cm features at 20 m standoff 
• 15 cm features at 50 m standoff

Reliable and high-fidelity connection of NLTLs to 
wideband antennas is an electromechanical challenge 
in and of itself. Realizing arrays of polarization-
modulated emitters and detectors, processing the 
signals reflected from a range-localized subject,  
and further enabling a visual/video overlay for the 
processed image data comprise engineering 
challenges that we are addressing. Putting new and 
capable screening technology literally into the hands 
of trained observers is a path toward significant 
improvements in security. With advances in antenna 
design and construction, circuits, and new modulation 
techniques, we are closing in on this new realm of 
security technology.  
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coNSIdERATIoNS IN STANdoff BIoMETRIcS
by Stephanie Schuckers and Ralph McGregor

Biometric information has been utilized in wartime 
environments, such as with the HIDE system in Iraq 
and the associated Automated Biometric Identification 
System (ABIS) database, as well as Coast Guard use 
in Alien Migrant Interdiction Operations. A majority of 
applications that utilize biometrics are in controlled 
environments, often with human supervision. 

In a biometric system, two erroneous events can occur: 
samples from two individuals are wrongly matched 
(false match or false accept), or samples from a 
single individual are not matched (false non-match 
or false reject). The goal, of course, is to reduce both 
the number of wrongly matched and the number of 
wrongly unmatched. However, a lower rate of one is 
often chosen at the expense of the other. For example, 
a slight burden may be imposed on federal employees 

who are wrongly unrecognized by an access system 
(thus will have to show additional credentials) so that 
we ensure there is near zero chance that the system 
allows unauthorized access. 

What is Standoff?

To some, standoff refers to the use of a non-contact 
sensor, such as a face or iris camera. To others, 
standoff may also refer to reduced constraints (i.e., by 
not requiring a person to stand in a specific position or 
a specific distance from the camera). Some standoff 
applications are effective at much longer distances 
with little or no expectation of cooperation from the 
individual, typically useful for surveillance applications. 
These applications ask questions like, “Is this individual 
someone we would expect?,” “Is this an individual we 

Biometric recognition is the automated use of physiological or behavioral characteristics to 

recognize an individual. The last decade has resulted in an emergence of extremely robust 

systems for authentication, even for data sets containing over 100 million individuals, 

such as the DHS US-VISIT program. Other examples include optional electronic passports 

for U.S. citizens, electronic identification for government workers (PIV), expanded FBI 

Automated Fingerprint Information Systems (AFIS), and Next Generation Identification 

(NGI) with multi-biometrics (iris, face, DNA, and others).

Figure 1  |  Face and iris measured from three cameras (left to right: near-infrared (iris and face), visible (face), 
and long-wave infrared (face), which is part of the Quality in Face and Iris Ensemble (Q-FIRE).1,2
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have seen before (identification mode based on a watch 
list)?,” or, “Is this person a repeat individual whom 
we do not know but have seen (on another camera, in 
another situation, etc.)?”

For standoff applications, some biometric 
characteristics may have relative advantages 
over others in terms of universality, uniqueness, 
permanence, performance, usability, acceptability, 
and circumvention.3 

face  The most widely used modality for stand-
off recognition is face recognition. Many years of 
face recognition research have led to dramatic 
improvements in face recognition performance. 
According to the National Institute of Standards and 
Technology (NIST) face recognition evaluations, system 
errors have decreased from a false non-match rate 
of 0.20 in 20024 to under 0.003 in 2010 (at a fixed 
false match rate of 0.001) using best practices and 
formal standards.5 Although recognition rates for 
controlled environments have improved, challenges 
exist for lesser controlled environments. For standoff 
biometrics, particularly in situations where the 
cooperation of the user is reduced or not controlled, 
reduced quality will impact performance. NIST has 
performed evaluations to establish the dependence of 
accuracy on pose and resolution, often with decreased 
performance.6 Additionally, performance as a function 
of distance between the subject and the sensor is 
important to consider. For example, one study has 
reported face recognition performance of 80.9 percent 
at 1 meter and 29.8 percent at 300 meters.7 Quality 
factors must be assessed on an application basis to 
determine the factors which will most likely impact 
performance. Better performance at a distance may 
be possible by considering other parts of the spectrum 
for face recognition.8 For example, Figure 1 shows face 
images in three parts of the spectrum (visible, near-
infrared, and long-wave infrared).

Iris  Iris recognition (Figure 1) uses the textural 
information in the iris for recognition. Until recently, 
commercial iris recognition systems constrained the 
user so that the system could capture high quality 
images. Emerging systems for standoff iris recognition 
include the Iris-at-a-Distance (IAAD)9 System and 
Eagle-Eyes.10 A resolution of 150-200 pixels across 
the iris is considered sufficient resolution by ISO/
IEC 19794-6.11 As with face recognition, other quality 
factors can also impact performance. For example, 300 
blurry pixels may have reduced performance over 120 
sharp pixels. Illumination is critical, as the iris must 

typically be illuminated in the near-infrared spectrum 
to improve contrast. This can increase difficulty in 
standoff applications, since NIR illumination power 
levels quickly approach unsafe levels if using standard 
illumination.12 Alternative illuminating systems have 
been suggested which use super-luminescence,13 
lasers, and NIR flooding.14 

Speech  Speech can be measured at a distance 
through the use of boom microphones, microphone 
arrays, and parabolic microphones. Furthermore, 
speech can be measured through wired (e.g., Internet) 
or wireless systems where the distance is only limited 
by the communication system employed. 

Gait  Gait is the pattern of a person walking, preferably 
analyzed in a side view. Recognition by gait is not as 
accurate as fingerprint and iris recognition, however, 
applications that combine gait with other modalities 
have been suggested.15 Decreased performance can be 
expected if the subject is walking toward the camera, at 
an angle, running, or if a full gait cycle is not observed, 
assuming the baseline data is walking.16 

Thoracic  Measurements of the cardiac system 
are possible from a distance through radar or 
laser Doppler vibrometry. Recent studies on heart 
biometrics have shown the electrocardiogram and 
phonocardiogram as well as pulse signals contain 
identifying information.17-20 However, more research is 
needed to ascertain whether cardiac signals collected 
at a distance contain enough information to separate 
individuals (i.e., uniqueness) compared to other 
biometrics. An example of cardiac signals from three 
modalities is shown in Figure 2.

 

Figure 2  |   Simultaneous recording (5 seconds) of electrocardiogram, 
laser Doppler vibrometry, and phonocardiogram (top to bottom, 
respectively) from an ongoing research study by the authors.
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other biometrics  Other biometrics that have 
been studied include the ear21 and standoff hand,22 

where palm and palm print information can be 
retrieved from a photo of the hand being held up. 
Additionally, research has considered human scent for 
identification, currently analyzed from skin swabs.23

factors that Need to be considered in 
Standoff Biometrics 

Selection of the modality is affected by many factors, 
including size and weight of the sensor, quality of the 
biometric information from the sensor, countermeasures, 
impact of age, reference databases, and fusion.

Sensor size/weight/power  While standoff biometrics 
hold promise, the size, weight, and power of the sensor 
can be important considerations. As a point of reference, 
in our laboratory at Clarkson University, we utilize a 
Sigma APO 300-800mm with NIR filter that weighs 13 
pounds and cost $8,000 in 2009. It is capable of capturing 
100 pixels across the iris at 12 meters. In addition, 

you must consider the weight of the camera and any 
necessary illumination. Some illuminators may require 
additional focusing, which also adds to the complexity. 

Quality  Biometric recognition depends on a difference 
in the “intra-class” distribution of the match scores 
versus the “inter-class” distribution. In essence, the 
hypothesis would be that that an individual’s measured 
biometric features will be more like themselves (i.e., 
have a better match score) than when compared 
with the biometrics of other individuals. However, if 
a single individual has a large amount of variability, 
that hypothesis may not hold. Depending on the 
threshold (or system settings), this may result in an 
individual being falsely rejected when he/she should 
have matched or may result in two different individuals 
matching when they should not have. Reduced quality 
can increase the variability within a subject, thereby 
reducing performance. This is demonstrated in Figure 
3. Much attention has been placed on measuring 
quality such that a decision can incorporate this factor. 
For example, in one type of application, a sample 
might be rejected since the system recognizes that 
poor quality samples may give an erroneous result. 
In another implementation, the system may weigh 
the information given by a particular modality by its 
quality, thus giving more weight to higher quality 
samples.24, 25 This results in increased performance  
for the application.

Quality factors that can impact performance are varied 
and modality dependent. In image-based biometrics, 
focus blur, motion blur, illumination variations, and 
environmental factors can impact performance. 
Variations within an individual’s presentation can 
also impact performance, such as facial expression, 
blinking, and off-angle images of the face and eye. 
Other factors include makeup, facial hair, and other 

Figure 3  |  Increase in intra-class variability, (variability of biometric 
features across multiple samples within an individual due to reduced 
quality, causing overlap with other individuals, i.e., inter-class).

Selection of the modality is  
affected by many factors,  
including size and weight of the 
sensor, quality of the biometric 
information from the sensor, 
countermeasures, impact of age, 
reference databases, and fusion.
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cosmetic devices (eyelashes, eyebrows, etc.). Other 
modalities may have additional factors that can 
impact performance. For example, radar-based 
measurements of heartbeat may be affected by 
reflections from motion of the person or other objects.

Age  Biometric systems rely on matching a sample 
with a stored biometric characteristic. If the stored 
biometric characteristic is much older than the sample, 
there is evidence of decreased performance. This can 
be either due to changes in the biometric characteristic 
themselves (e.g., wrinkles for face recognition), or due 
to changes/degradation in the biometric system.

countermeasures  If biometrics are used as a security 
tool, it is likely that there will be those who will try to 
defeat the system by (1) posing as a specific individual, 
(2) posing as another individual in order to hide their 
own identity, or (3) simply hiding their own identity 
through obscuration. Research has shown “spoof 
attacks” that range from fake fingers, cosmetic contact 
lens (Figure 4), photos of faces, video recording, etc.  
Of course, if the desire is to simply obscure the 
biometric, there are many choices including makeup, 
masks, hats, and sunglasses.

Reference database  Since the key point of a biometric 
system is “matching,” there must be a reference 
biometric characteristic. Where does the reference come 
from for a particular application? For example, if the only 
reference for an individual of interest is a frontal face 
image in the visible spectrum, then another modality, 
such as an iris or cardiac signal, would not be useful. 

fusion  Many governments are expanding their 
databases to incorporate multiple modalities on 

Figure 4  | Occlusion of the iris pattern. Example of iris images 
without and with patterned contacts (left and right) in both the 
visible and NIR spectrum (top and bottom). Note the difference 
in the iris pattern with the patterned contact lens which leads to 
decreased performance.

the database side and on the collection side, giving 
flexibility in terms of the opportunities for matching. 
More modalities are more likely to have aligned 
matching opportunities. Additionally, for poor quality 
data, fusing information can improve performance.

In summary, biometric systems which are able to 
capture biometric characteristics from a distance  
are emerging. There are many factors that must  
be considered when using such a system. One of  
the most important is recognizing that reduced 
constraints often lead to reduced quality, thereby 
impacting performance.  
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What are Remotely deployed Sensors?

Remote and standoff are often used interchangeably, 
however, they are considered two distinct terms in  
the Standoff Detection Program. A standoff application 
is one where the sensor and operator are at a distance 
from the object. A remote application is one where the 
operator is at a distance from the sensor, hence the 
term remotely operated. A standoff sensor can be 
remotely deployed, in that the operator is at a distance 
from the sensor, which is interrogating an object that  
is another distance away. This is most easily visualized 
at the entrance of a venue. The operator is at the 
checkpoint or turnstile past the entrance and lobby, and 
the sensor is placed at the entrance door to the building. 

This type of deployment provides the ability to detect 
as far from the turnstiles as possible without requiring 
sensors with long standoff detection capabilities, 
which can be difficult to achieve.

Who are dhS S&T’s customers for  
explosives detection?

The customers for DHS S&T include the seven 
operational DHS components, the Directorate for 
National Protection and Preparedness Programs 
(NPPD), which includes the Federal Protective Service 
(FPS), and First Responders. The operational 

What does dhS S&T do?

The Department of Homeland Security Science  
and Technology Directorate is the research and 
development arm of DHS. It funds academia, industry, 
and other government entities to develop technologies 
and products that meet the needs of the agency. S&T 
may fund the improvement of existing technology or 
technology development, however, it does not 
purchase commercial technology or equipment that  
is intended to be used in the field. 

The Explosives Division is one of six within the 
Homeland Security Advanced Research Projects 
Agency (HSARPA), and focuses on explosives detection 
solutions. The Standoff Detection Program within the 
Explosives Division focuses on developing technologies 
for the detection of explosives at a standoff distance.

What is Standoff detection?

Standoff detection is defined differently by those in the 
field depending on the application and the technology 
being described. Within the Standoff Detection 
Program, the term refers to detection where the 
sensor and operator are at a distance from the object 
(person or item) being interrogated. The exact standoff 
distance is determined by the application, and it can be 
anywhere from several inches (commonly known as 
non-contact) to several meters. 

In-Q-Tel has been working with DHS S&T to further their access to standoff detection 

capabilities. We recently asked Anna Tedeschi, SETA Support for Strategic Analysis, 

Inc., and Thomas Coty, Program Manager at DHS S&T to offer their perspectives on 

explosives detection, its challenges, and the future of standoff detection technologies.
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components are Transportation Security 
Administration (TSA), United States Customs and 
Border Protection (CBP), United States Citizenship  
and Immigration Services (USCIS), United States 
Immigration and Customs Enforcement (ICE), United 
States Coast Guard (USCG), Federal Emergency 
Management Agency (FEMA), and the United States 
Secret Service (USSS). Due to their mission space, 
TSA, CBP, USCG, USSS, and FPS are the most likely 
components interested in explosives detection 
technologies. Each component has a unique mission 
space and consequently unique concepts of operations 
(CONOPS) and requirements. Therefore, a technology 
developed for a particular component may have 
applicability to another component’s CONOPS or the 
technology may be applicable with minor adjustments. 
Many technologies are developed with one customer  
in mind, but typically these technologies are then 
purchased by additional customers.

The benefits of standoff detection technologies can also 
extend to the private sector. Just as DoD has realized 
cost savings through its dual-use technology efforts, 
DHS S&T can see lower deployment costs if entities 
within the private sector also choose to deploy these 
standoff technologies. During technology development, 
the Standoff Detection Program will consider the needs 
of businesses, especially those involving large public 
venues such as hotels, stadiums, convention centers, 
and arenas, in an effort to assure the widest possible 
deployment for standoff detection systems. 

how are your requirements different from dod?

DHS customers have to operate within the constraints 
of domestic laws and policies that address civil 
liberties, privacy, and safety concerns. For example, 
FPS cannot scan just anyone walking down the street, 
only those entering a federal building. This greatly 
decreases the standoff range available for detection. 
Also, domestic threats tend to be of a different nature 
than those in theater; this may dictate what types of 
detection methods are applicable. And last, but 
certainly not least, is system cost. DHS components 
have much smaller budgets than DoD for purchasing 
detection equipment. Therefore, DoD systems that 
may work very well are completely out of reach for 
DHS S&T customers.

What are important considerations for 
future developers?

Future developers need to consider the environment  
in which the detection system will operate. This may 
range from a building lobby, to just outside the lobby, 
and may even require a remote outdoor deployment. 
This means systems should be operational both 
indoors and outdoors. Passive systems that only 
operate with the available illumination from the 
environment will have limited operational applications. 

DHS S&T customers face constraints on increasing 
manpower at checkpoints. Therefore, all sensors will 
need to be automated and integrated into a system.  
A guard would not be looking at a computer screen 
trying to decipher anomalies found in an image or 
interpret spectra. All they need to know is if a threat  
is present or not.

Systems developed should require as little 
maintenance as possible for continual operation  
of the sensor. The reliability, availability, and 
maintainability of the sensor needs to be quite high. 

As pointed out previously, the cost for an individual 
sensor needs to be very reasonable. The more 
expensive a system is, the fewer sites it will be used in. 

What are the biggest challenges for implementing  
an effective system?

The biggest challenge that has not been mentioned  
is that the individuals being screened will be moving.  
The operational vision is a system with standoff 
sensors that will be remotely deployed and will screen 
individuals as they approach a building entrance and 
checkpoint. The interrogation and response speed  
will be an important driver for many technologies. 

A second challenge will be the RAM, or reliability, 
availability, and maintainability of these sensors. 
Basically, developers need to think of these sensors as 
an appliance — install them, turn them on, and walk 
away. Technology designs that fail often or require 
expensive and complex repairs will have tremendous 
difficulty achieving widespread deployment.

An additional challenge is the need to develop 
automated threat recognition for each sensor, so that 
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it is capable of providing a high probability of detection 
and a low false alarm rate. For venues with limited or 
no manned checkpoint, it will be necessary to provide 
an extremely low false alarm rate. 

What are promising technologies/approaches and 
what, if any, advances need to be made to make  
them really effective?

The current capability gap for the Standoff Detection 
Program is the ability to detect improvised explosive 
devices (IEDs) before they enter a building checkpoint. 
Solutions for this gap might include detection of a 
concealed IED on a person or within a bag and the 
detection of explosives residue on a person or bag. 
DHS S&T will not focus on a single technology solution 
but rather will consider any technology that meets 
operational needs.  

That being said, due to the science involved, some 
technology solutions are better suited for the given 
application. As mentioned earlier, people entering a 
building would be moving, so those technologies that 
can quickly scan a person as they walk by are more 

applicable. Since the people entering the building are  
in motion, they certainly are not divesting any outer 
garments, cell phones, keys, etc.; therefore, the 
technology for the first solution must penetrate clothing 
and discriminate between clutter and threats. For this 
solution, visible video cameras would not be a good 
solution as they can’t see through clothing. However, 
those wavelengths that can — infrared, millimeter 
wave, and sub-millimeter wave — are promising 
technologies. Technologies must also be safe to use. 
Therefore, any optics-based technologies must be 
eye-safe from the aperture to the item being screened. 

Approaches that optimize the sensor design to exploit 
a signature of interest while suppressing the 
background signal, whether through a compressive, 
computational, or differential sensing approach, 
appear particularly promising. These types of 
technologies may reduce the burden of complex  
ATR algorithms, therefore enhancing automation. 

Innovative technology approaches are encouraged  
as long as they meet the operational requirements  
of the DHS S&T customers.  

Dr. Anna Tedeschi, a Ph.D. in Materials Science and Engineering from the University of Florida, is an Advisory Scientist 
for Strategic Analysis, Inc. (SA). Her thesis work was in UV-Vis spectroscopy based detection of explosive materials. She 
is currently working on the client site of the Department of Homeland Security Science and Technology Directorate 
in the Explosives Division as a technical SETA. Tedeschi’s research interests lie mostly in the exploitation of explosive 
material properties for detection methods in the ultraviolet through infrared regions of the spectrum. 
 
Thomas Coty, a Program Manager with the Department of Homeland Security Science and Technology Directorate’s 
Explosives Division, is responsible for the development of explosives standoff detection technology. He has worked in 
the Federal Government for 30 years and was a subject matter expert in thermal targeting systems for the U.S. Army 
before leading a national program on interoperable communications for public safety while with the Department of 
Justice. Coty received his B.S. in Physics from the University of Connecticut. 
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To supplement the IQT Quarterly’s focus on technology trends, Tech Corner provides a practitioner’s point of 
view of a current challenge in the field and insight into an effective response. 

STANdoff ExPLoSIVE dETEcTIoN
A technology overview from IQT portfolio company Genia Photonics

Standoff detection methods are focused on detecting 
chemicals (including explosives and explosive devices) 
at a remote distance. In the case of substance 
detection on people or vital assets, this technique 
reduces the potential for severe damage. In addition, 
this technique enables detectors to collect signals 
transmitted over longer distances. In some modalities, 
it is possible to identify small concentrations of the 
threat chemicals: explosives, breakdown products, 
and/or precursors (trace detection), while other 
methodologies are based on the detection of 
suspicious packages, wires, fragmentation materials, 
and other physical attributes of IEDs (bulk detection). 
Key challenges in standoff detection include 
extending the distances at which effective screening 
can be conducted, reducing the impact of various 
interferences and backgrounds (e.g., atmospheric 
and environmental) to increase sensitivity, effective 
screening of multiple mobile potential threats, and 
increasing the speed at which the detection is made.

Bulk detection Methodologies

Bulk explosive detection involves the detection of a 
macroscopic mass of explosive material (a visible 

amount of explosives), usually based on either imaging 
or on the molecular properties of the explosive. 
Techniques such as thermal infrared, x-ray, and 
millimeter-wave imaging are often used to detect 
the physical properties of suspicious objects (e.g., 
density, temperature). Equipment costs associated 
with bulk detection are often much higher, and some 
bulk detection techniques — especially those based on 
imaging, such as x-ray imaging — may have a lower 
degree of specificity than trace detection methods.

Trace detection Methodologies

Trace detection techniques essentially detect the 
presence of a small amount of certain chemicals or 
explosives existing within an area or in a sample under 
investigation. Several different methodologies exist 
that perform trace detection using chemical sensors, 
and many are based upon optical techniques. In most 
cases, the detection process entails cross-referencing 
the wavelengths or wavenumbers measured to a 
spectroscopic database. 

Standoff detection is a form of trace detection 
performed at a further distance from the sample or 

Explosives detection is a major challenge that is continuously being addressed as new substances 

and materials evolve in the form of concealed explosives, improvised explosive devices (IEDs), and 

homemade explosives (HME), which are of utmost priority to security enforcement agencies. There 

are many methods and technologies for sensing explosives, however, most require the sample to 

be transported to the instrument inlet port or to be in close proximity to the instrument in order to 

be analyzed. Gas phase sensing is a natural solution to this sampling problem, but its effectiveness 

is limited to gasses and vapors from chemicals with high sublimation rates.
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target. Standoff detection requires a certain level of 
energy per wavelength to exist in the backscattered 
light emitted from the sample and captured by the 
detector in order to interpret the received information. 
In techniques such as Laser Induced Breakdown 
Spectroscopy (LIBS), a spectrometer (device consisting 
of a diffraction grating and photo-detector) is often 
used to acquire the related information. The numerical 
aperture of spectrometers is often limited so only a 
certain amount of the backscattered light is actually 
captured for detection, which limits the obtained 
information. Since the spectrometer sends the light 
through a diffraction grating, acquiring a full spectrum 
of the sample light usually takes time and requires 
calibration to compensate for the loss of energy.

Genia Photonics’ Technical Advantage 

Genia Photonics offers fiber-based laser solutions 
that leverage the benefits of fiber, such as durability, 
robustness, small size, lower total cost, and increased 
reliability. The lasers are all software controlled which, 
through the embedded electronics, permits all the 
laser’s characteristic parameters (wavelength, pulse 
width, output power, and tuning speed) to be easily 
controlled. The wide wavelength tuning range and 
the fast tuning speed of the laser are key enablers for 
standoff explosive detection, allowing greater coverage 
for a given time interval or a reduction of the scanning 
time interval for a specific area.

Genia Photonics’ synchronized laser system (pictured 
in Figure 1) combines a programmable laser and a 
MOPA (Master Oscillator Power Amplifier) into one 
unit. Each laser can be operated separately (dual 
outputs) or combined and synchronized to obtain a 
single output (Figure 2). This feature is a significant 

differentiator as it allows the user to perform linear 
(Mid-IR) and nonlinear (CARS, SRS) spectroscopy, 
which are both useful for standoff detection, with  
the same system.

The synchronized laser system differs from other 
technologies by avoiding the requirement of a 
spectrometer. Since all the parameters of the system 
are electronically controlled, including the wavelength 
and repetition rate, it is possible to determine the 
originating output wavelength from the pulse rate of the 
received signal. Moreover, with the fast tuning capability, 
or the sweep function of the synchronized laser system, 
the frequency information and associated wavenumber 
can be determined while sweeping. Benefits of not 
requiring a spectrometer include cost reduction and 
the ability to position multiple detectors in different 
locations to capture scattered light for a more complete 
capture of the target’s chemical composition.

Nonlinear Spectroscopy

Standoff detection can be achieved with nonlinear 
spectroscopy methods such as Coherent Anti-stokes 
Raman Scattering (CARS). CARS spectroscopy is an 
imaging technique based on contrasts derived from 
molecular vibrations. Based upon stimulated Raman 

Figure 1  |  Genia Photonics’ Synchronized Programmable  
Laser System

Figure 2  |  A programmable laser and a MOPA are synchronized in Genia's laser system to obtain a single 
output. Each laser can also be operated separately.
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scattering, CARS is sensitive to the same molecular 
vibrations as probed in a Raman spectrometer. The 
CARS input pulses are the same as in SRS, but the 
major advantage of CARS is that the signal yield is 
much higher, typically about five orders of magnitude 
greater than what can be obtained through the 
spontaneous Raman scattering process alone. Figure 
3 illustrates the changes of energy states associated 
with some key Raman processes.

CARS spectroscopy requires the synchronization 
of two laser outputs in order to generate CARS 
frequencies for the sample detection. It was 
demonstrated that CARS provides high sensitivity 
and chemical selectivity, both essential for detection. 
The main drawback, however, is the presence of a 
non-resonant background. Such a background does 
not carry chemical specific information and, at low 
concentrations of the target molecules, can distort 
and even overwhelm the resonant signal. Genia’s 
synchronized programmable laser system uses 
its two laser outputs to generate the CARS signals 
corresponding to the targeted wavenumbers – with 
an added benefit. Since the compact laser system 
operates in the picosecond regime, the non-resonant 
background becomes nullified, allowing information to 
be acquired very quickly.

Mid-IR Spectroscopy 

Mid-IR spectroscopy is similar to CARS spectroscopy 
since it also targets molecular vibrations. However, 
mid-IR spectroscopy is a linear spectroscopy method 
because the mid-IR signals are generated using one 
single beam. Since various explosives exhibit specific 

absorption peaks in the mid-IR spectral range, there 
have been many proposed approaches that utilize 
different types of lasers, such as CO2 lasers and 
Quantum Cascade lasers. 

Mid-IR laser signals can also be generated by 
parametric frequency conversion of near-IR laser 
sources, which can be categorized into two methods: 
the resonant method (optical parametric oscillator, 
OPO) and the non-resonant method (difference 
frequency generation or DFG). Regardless of the 
method, high average power and fast tunable near-IR 
sources are required in order to generate useful 
signals for standoff explosive detection.

Genia Photonics’ synchronized laser system provides 
a solution to generate mid-IR frequencies. The 
outputs of both internal lasers are combined into a 
single output beam, and the common electronics 
ensure that the pulse stream of each laser remains 
synchronized throughout the entire wavelength 
sweep cycle. The synchronized beam is then sent 
through a nonlinear crystal (DFG crystal) to generate 
the difference frequency output, hence achieving the 
mid-IR frequencies corresponding to the targeted 
wavenumbers. One of the main advantages of this 
mid-IR source is the fast tunability. This feature allows 
the user to rapidly tune within a range of wavelengths 
in either a sequential or arbitrary manner. Arbitrary 
scanning allows one to focus only on specific spectral 
regions or peaks of interest defined by certain 
wavelengths, wavenumbers, or optical frequencies. 
Another key advantage to Genia Photonics’ laser system 
for standoff explosive detection is that the power level 
remains constant throughout the sweep cycle. 

The versatile synchronized laser system supports 
various standoff detection schemes. It offers many 
desired features and capabilities such as wavelength 
tuning, pulse width variation, output power control, 
and repetition rate variation. The ability of wavelengths 
to be swept at a very fast rate enables a specific 
area to be scanned in a much shorter time interval. 
And, since the wavelength and repetition rate are 
associated, the need for a spectrometer at the 
receiving end is eliminated. Multiple detectors can 
then be economically deployed to capture more 
reflected light for a better analysis. Moreover, since  
all parameters are controlled electronically via 
software, it is possible to combine different detection 
techniques (bulk and trace simultaneously) in order  
to obtain a full detection of the targeted sample.  

Figure 3  |  Raman Processes

Genia Photonics, an IQT portfolio company, specializes in multi-functional measurement systems based on its 
patented fiber-based lasers. Genia’s easy-to-use, portable, and computer controlled systems will change the 
methodology of various applications in the medical, industrial, and defense and security communities. To learn 
more, visit www.geniaphotonics.com.
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The IQT Quarterly examines  trends and advances in technology. While IQT continues  

to seek out cutting-edge technologies in the standoff detection space, several 

companies in the IQT portfolio are developing solutions with the potential to support 

this unique mission.

Advanced Photonix, Inc. (API) 
Advanced Photonix, Inc. (API) specializes in designing and manufacturing terahertz 

instrumentation that can be used to image through a variety of materials. Terahertz 

radiation provides information about objects that may be hidden or obstructed. It is 

currently used for quality control in manufacturing and for ensuring integrity of air and 

space vehicle skins, as well as for security screening purposes, including weapons 

and explosives detection. API joined the IQT portfolio in November 2010, and is 

headquartered in Ann Arbor, Michigan.   www.advancedphotonix.com

 
Alfalight 
Alfalight designs and manufactures high-power diode lasers for industrial, defense, 

and telecommunications applications. Its aluminum-free active region (ALFA) lasers 

produce high-output, long-range beams for enhanced efficiency and reliability. 

Alfalight lasers and components are built into ruggedized packaging that allows for 

easy transport and field use, illuminating objects at long distances. The company, 

based in Madison, Wisconsin, has been a member of the IQT portfolio since August 

2009.   www.alfalight.com

 
InView Technology corporation 

InView Technology Corporation is developing advanced imaging technology that 

reaches beyond the visible spectrum and into the infrared, ultra-violet, and terahertz 

wavebands. By using a novel computational imaging technology known as compressive 

sensing, InView cameras and hyperspectral imagers capture information that 

cannot be gained through the use of traditional cameras. The technology is currently 

being used for surveillance and security applications, materials research, and 

pharmaceutical inspection. The company is located in Austin, Texas and has been  

part of the IQT portfolio since November 2010.  www.inviewcorp.com

 
SpotterRf  
SpotterRF develops compact surveillance radar for use in harsh, remote 

environments. SpotterRF radars are currently being used by U.S. military personnel 

to monitor surroundings, detecting threats that may be obscured or out of visible 

range. Units are lightweight and compact enough to be transported by backpack and 

can be vehicle-mounted for mobile surveillance. These mobile radars integrate with 

commonly used software such as Google Earth, and have advanced capabilities for 

tracking at distances up to 500 meters. SpotterRF has been an IQT portfolio company 

since June 2010, and is located in Orem, Utah.   www.spotterrf.com




